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About This Report

A key issue regarding non-lethal weapons (NLWs) is how to assess their 
tactical, operational, and strategic impact.1 A nuanced understanding of 
NLWs’ impact in various contexts is needed to inform their development 
and mainstream integration into overall DoD capabilities. This report 
describes how to effectively evaluate the impact of NLWs. This includes the 
development of a logic model structure that links NLW activities to out-
puts, higher-level outcomes, and ultimate strategic goals, including identi-
fication and evaluation of various metrics associated with the elements of 
that logic model. This report also includes results from analysis of the logic 
model and recommendations on NLW applications in support of DoD stra-
tegic goals. This work was undergirded by the development and analysis of 
diverse vignettes for NLW usage, together with numerous interviews and 
analyses of documents. 

This research was sponsored by the Joint Intermediate Force Capabili-
ties Office and conducted within the Navy and Marine Forces Center of the 
RAND National Security Research Division (NSRD), which operates the 
National Defense Research Institute (NDRI), a federally funded research 
and development center sponsored by the Office of the Secretary of Defense, 
the Joint Staff, the Unified Combatant Commands, the Navy, the Marine 
Corps, the defense agencies, and the defense intelligence enterprise. The 
research reported here was completed in August 2021 and underwent secu-
rity review with the sponsor and the Defense Office of Prepublication and 
Security Review before public release.

For more information on the RAND Navy and Marine Forces Center, 
see www.rand.org/nsrd/nmf or contact the director (contact information is 
provided on the webpage).

1  NLWs are a subset of Intermediate Force Capabilities (IFCs), a term introduced in 
2020 by the U.S. Department of Defense (DoD) Non-Lethal Weapons Program, which 
is currently the Joint Intermediate Force Capabilities Office (JIFCO). IFCs encompass 
NLWs and a range of additional capabilities and technologies that cause less-than-lethal 
effects (see Susan LeVine, “Beyond Bean Bags and Rubber Bullets: Intermediate Force 
Capabilities Across the Competition Continuum,” Joint Forces Quarterly, No. 100, First 
Quarter 2021, pp. 19–24).

http://www.rand.org/nsrd/nmf
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Summary

Background

The U.S. Department of Defense (DoD) is employing or developing vari-
ous non-lethal weapons (NLWs), including acoustic hailers, laser dazzlers, 
flash-bang grenades, blunt-impact munitions (e.g., rubber bullets), tasers, 
pepper balls, an Active Denial System (ADS) that emits millimeter-wave 
energy to cause a temporary heating sensation, microwave-emitting tech-
nologies that disable vehicles and vessels, and vessel-stopping technologies 
that entangle or foul propellers.1 By constraining other parties’ courses of 
action without inflicting lethal force, NLWs can help achieve military ends 
while avoiding collateral damage. The importance of these capabilities may 
expand with increasing competition short of war (the gray zone), because 
they can help demonstrate resolve while mitigating the risks of unwanted 
escalation.2 

1  NLWs are a subset of Intermediate Force Capabilities (IFCs), a term introduced in 
2020 by DoD Non-Lethal Weapons Program, which has been renamed the Joint Inter-
mediate Force Capabilities Office (JIFCO). IFCs encompass NLWs and a range of 
additional capabilities and technologies that cause less-than-lethal effects (see Susan 
LeVine, “Beyond Bean Bags and Rubber Bullets: Intermediate Force Capabilities Across 
the Competition Continuum,” Joint Forces Quarterly, No. 100, First Quarter 2021, 
pp. 19–24).
2  According to a previous RAND report on the topic, “The gray zone is an operational 
space between peace and war, involving coercive actions to change the status quo below 
a threshold that, in most cases, would prompt a conventional military response, often 
by blurring the line between military and nonmilitary actions and the attribution for 
events” (see Lyle J. Morris, Michael J. Mazarr, Jeffrey W. Hornung, Stephanie Pezard, 
Anika Binnendijk, and Marta Kepe, Gaining Competitive Advantage in the Gray Zone, 
Response Operations for Coercive Aggression Below the Threshold of Major War, Santa 
Monica, Calif.: RAND Corporation, RR-2942-OSD, 2019, p. 8. 
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Purpose

A key challenge with respect to NLWs is how to evaluate their tactical, oper-
ational, and strategic impact to better inform decisionmaking through-
out DoD regarding their development, acquisition, integration into mili-
tary forces, and usage in diverse contexts. Whereas many DoD systems 
are assessed in terms of their ability to contribute to lethality or destruc-
tion, systems that deliberately aim to limit their effects require a differ-
ent approach to evaluating their impact. Given this, the Joint Intermediate 
Force Capabilities Office (JIFCO) asked the RAND Corporation to develop 
a methodology to evaluate the tactical, operational, and strategic impact of 
these systems, particularly the strategic impact, given that is less intuitive.3 
The purpose of this report is to describe the results of that study on how to 
effectively measure the impact of NLWs.  

Methodology

We conducted an extensive literature review on NLWs, reviewing more than 
150 documents while also conducting 36 interviews with NLW stakeholders 
within and beyond DoD. Using the analysis of this information, we itera-
tively developed a structure called a logic model that links NLWs to DoD 
strategic goals. This logic model was refined based on further feedback 
from stakeholders to ensure accuracy, then used as the basis for identify-
ing a series of metrics to measure each element within the logic model. We 
then developed a series of diverse vignettes to explore the degree to which 
the metrics were likely to be useful in characterizing the elements of the 
logic model in specific contexts. We also used thematic analysis to draw 
additional insights from the interviews, then developed overarching recom-
mendations regarding how to assess and communicate the impact of NLWs. 

3  Obviously, we are not characterizing the immediate tactical effects of the weapons, 
which is part of the research, development, testing, and evaluation process. 
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Developing a Logic Model to Characterize NLWs

A logic model is a structured way to characterize how systems, processes, 
organizations, or other entities support goal achievement. Although there 
are many styles of logic models, our version describes how the inputs that 
enable NLW usage are used to conduct activities that contribute directly 
to outputs, then to higher-level outcomes, and, ultimately, to departmental-
level strategic goals. Figure S.1 shows the logic model that we developed for 
this study. We then characterized the strength of the connections between 
elements in adjacent levels of the logic model. These connections helped 
illuminate which logic model elements are most relevant to DoD strategic 
goals.  

Identifying Metrics to Evaluate the Logic Model

We identified at least one metric for each of the 29 elements of the logic 
model in the activity, output, and outcome categories, for a total of 97 unique 
metrics overall. Some of these metrics applied to more than one element of 
the logic model, resulting in 115 instantiations of metrics being applied to 
individual elements. We did not identify input metrics, which were either 
well-established technical specifications or were not relevant to measuring 
the impact of NLWs. Likewise, identifying metrics for DoD-wide strategic 
goals was well beyond the study’s scope and irrelevant to evaluating NLWs’ 
impact. 

Developing Vignettes 

To relate the logic model and its metrics to real-life events and to evalu-
ate the utility of those metrics in specific contexts, we developed and ana-
lyzed a set of 13 vignettes in which NLWs might be used. These vignettes 
also helped us to corroborate the previously cited hypothesis, that NLWs are 
potentially useful in a wider range of tactical situations than those that they 
are primarily used in today. We developed vignettes based partly on past 
real-world events that included variability in terms of whether the adversary 
sought to escalate the situation, whether U.S. forces could feasibly withdraw, 
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FIGURE S.1

Logic Model for NLWs

NOTES: CONOPS = concept of operations; LOW=Laws of War; ROE = rules of engagement; TTPs = tactics, techniques, and procedures. 
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and whether narrative surrounding the incident was stable. These vignettes 
also encompassed all of the services, the air, land, and maritime domains, 
and all geographic combatant commands. Examples included counter-
ing a small boat approaching a U.S. destroyer near the Strait of Gibraltar, 
addressing a motorized confrontation with Russian military contractors 
in Syria, dispersing demonstrators blocking entry to an air base in Palau 
during a conflict, managing a maritime standoff with Russian vessels in the 
Arctic, countering aggressive behavior in the air by Chinese aircraft, con-
ducting a hostage rescue by special forces in Somalia, and countering self-
styled domestic militias threatening humanitarian assistance and disaster 
response in Louisiana and Mississippi.  

Evaluating Metrics in the Context of Vignettes

Once we developed our set of vignettes, we explored them using the logic 
model and associated metrics. We identified NLWs that would be applicable 
in the vignette, then assessed which elements of the logic model were rel-
evant to the vignette. For all of the relevant elements, we collectively evalu-
ated each of their metrics in the context of the vignette, ascertaining how 
well they measured the element and how consistently, easily, and quickly 
measurements were made.4 Each metric was assigned a value along a three-
point scale (low, medium, or high) for each of these criteria. Our subsequent 
analysis of these ratings revealed that most of the metrics scored well across 
all of these categories—although, on average, only about half of the metrics 
were applicable in any given vignette.   

4  Scott Savitz, Miriam Matthews, and Sarah Weilant, Assessing Impact to Inform Deci-
sions: A Toolkit on Measures for Policymakers, Santa Monica, Calif.: RAND Corpora-
tion, TL-263-OSD, 2017.
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Conclusions

Results from the Logic Model and Evaluated Metrics
Using our assessment of the connections between elements in the logic 
model, we were able to generate a few conclusions. First, the strong connec-
tions between different levels of the logic model illustrate which logic model 
elements are most relevant to DoD strategic goals. All seven of the activities 
in Figure S.1 ultimately have strong connections to the strategic goals, as do 
nine of the 13 outputs, and five of the nine outcomes. These elements (listed 
in Table S.1) and their associated metrics can be used to make the strongest 
case for the strategic impact of NLWs at a DoD-wide level. 

TABLE S.1

Elements of the Logic Model with Strong Connections to DoD 
Strategic Goals

Activities Outputs Outcomes

• Hail to clarify, 
demarcate, and warn

• Reveal other parties’ 
intent

• Deceive, distract, 
disorient, or confuse

• Affect mobility 
(i.e., slow, impede, 
halt, prevent from 
approaching or 
leaving, redirect, 
disperse, impel 
departure)

• Compel or tactically 
deter (i.e., persuade 
others to take or not 
take specific actions)

• Temporarily 
incapacitate 
personnel

• Incapacitate 
infrastructure or 
materiel

• Effectively responded 
to situations despite 
constraints

• Enabled pre-emptive 
action without appearing 
to be aggressor

• Increased options for 
engaging targets

• Reduced risk of 
exceeding ROE or Laws 
of War

• Reduced adversary 
options and imposed 
costs

• Gained time before 
deciding to take lethal 
action

• Enabled lower-signature 
clandestine operations

• Reduced risk of U.S. 
and partner personnel 
casualties

• Minimized collateral 
damage and fratricide

• Competed effectively 
and demonstrated 
resolve while 
managing escalation 
in peacetime, 
gray-zone, and 
hybrid contexts

• Conducted 
operations in 
environments that 
were otherwise 
too dangerous 
due to collateral 
damage, fratricide, or 
escalation risks

• Avoided alienation 
of population, 
host-nation forces, 
and host government

• Enhanced 
perceptions of 
U.S. forces (in the 
United States and 
internationally)

• Increased partner 
cooperation
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Second, when we examined the metrics developed for the elements in 
each level of the logic model, a few trends emerged: (1) activity metrics pri-
marily relate to which people or systems are affected by NLW usage and how 
well they respond to NLWs; (2) output metrics generally relate to providing 
the user with more time and options, curtailing the adversary’s options, and 
reducing tactical risks; and (3) outcome metrics most often relate to reduc-
ing strategic and operational risks, influencing perceptions, maintaining 
morale, and reducing costs.

Finally, when applying the logic model and metrics to the vignettes, our 
analysis also revealed which NLWs were generally the most applicable to the 
range of contexts encompassed by our vignettes. We found that the IFCs 
that were particularly versatile were acoustic systems and laser dazzlers used 
to hail, deceive, distract, disorient, or confuse; and an ADS used to pro-
vide focused, discriminating effects that can tactically deter, deny access, or 
cause individuals to depart.

Combining this information could help JIFCO and other stakeholders 
structure discussions of how NLWs affect DoD’s ability to achieve its tacti-
cal, operational, and strategic aims. For example, the direct tactical impact 
of NLW usage in a gray-zone encounter could affect another party’s mobil-
ity: A ship’s pilot, subjected to intense glare from a laser dazzler, chooses to 
divert its course away from the confrontation. The operational impact is 
that the United States has demonstrated resolve while managing escalation. 
Meanwhile, the strategic impacts include helping to compete below the level 
of armed conflict and proactively expanding the competitive space. 

Themes Identified in Interviews
Much of what we learned about NLWs was gained from conducting 36 
interviews of experts and stakeholders across 25 organizations spanning 
three broad categories: technologists involved in NLW development, policy-
related personnel who provide resources and govern NLW usage, and oper-
ators who ultimately employ NLWs. Four key themes emerged from our 
analysis:

1. Cultural and resource issues are the greatest challenges to NLW 
adoption. Cultural issues primarily related to a reticence to embrace 
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NLWs even when doctrine and policy allowed for their use. This 
reticence often related to potential users having little confidence in 
NLWs working as intended, not seeing them as useful compared 
with lethal capabilities, or not fully understanding the effects of 
NLWs. In terms of resource challenges, interviewees highlighted 
that a lack of NLW availability and competing training demands 
often forced them to de-emphasize NLWs even when they might 
have been useful. 

2. NLWs are often perceived as burdensome to the point that they are 
not carried into operational engagements due to logistical concerns 
and constraints.

3. Challenges interact and reinforce each other. An example of this is 
that commands with little familiarity with NLWs tend to discount 
their utility, so they limit the extent of NLW training and usage, 
which reinforces that unfamiliarity.

4. Opportunities for additional NLW usage are not widely recog-
nized. For example, interviewees generally had little to say about 
the potential applicability of NLWs in strategic or great-power com-
petition, beyond limited perception of NLW usage in gray-zone situ-
ations.

Recommendations

Leveraging the results of our analysis using the logic model, metrics, and 
series of vignettes, we recommend that JIFCO take a couple of natural next 
steps.

1. Present and discuss the logic model in various forums, including 
with senior leaders, to convey how NLWs contribute to DoD stra-
tegic goals. The logic model provides concrete descriptions of activ-
ities and relationships that have often been superficially or incom-
pletely understood. As DoD continues to shift its focus toward 
competition with China and Russia, the logic model and exploratory 
vignettes make it clear how NLWs can contribute to that competi-
tion, including by explicitly linking NLWs to strategic goals from 
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the unclassified summary of the National Defense Strategy, help-
ing to counter some of the misperceptions and misunderstandings 
about NLWs that interviews revealed.  

2. Work with the services to collect data that can be used to evalu-
ate the impact of NLWs by providing values for the metrics. The 
values of these metrics can also be measured in real-world opera-
tions and potentially also in live exercises or wargames. Metrics that 
relate to outputs and outcomes that have strong links to strategic 
goals, are relevant to a range of vignettes, and are easy to measure 
should be prioritized. 

The study also revealed a host of issues that inhibit the use of NLWs. 
Many of these relate to perceptions of NLWs as burdensome, a lack of aware-
ness regarding their prospective utility, a lack of adequate unit-level train-
ing and integration into TTPs, and misunderstood or ambiguous policies. 
There are also widespread negative perceptions of NLWs, including views 
that NLWs are more harmful than lethal weapons. 

To overcome these factors, there are four main approaches that JIFCO 
should undertake. 

1. Work with the services and other DoD stakeholders to ensure that 
policies and concepts of operations are consistent and clearly under-
stood. 

2. Collaborate with the Joint Chiefs of Staff (JCS) J7 on joint train-
ing standardization regarding NLWs to ensure that services pro-
vide thorough unit training with NLWs and that NLWs are tightly 
integrated into units’ TTPs. Although the services direct their own 
training, and JNLWO lacks authority in this area, the JCS J7 can 
help shape NLW training standards across DoD. JIFCO can also 
work directly with the services or particular units, given its inter-
est in doing so, to ensure that units are adequately trained for NLW 
usage. 

3. Shape perceptions within the military via explanations using the 
logic model, exploration of vignettes, demonstrations both in live 
exercises and in wargames, and the use of data sets to measure 
NLWs’ impact (once those become available). 
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4. Future NLWs should be designed from the outset to minimize the 
aspects of them that contribute most to perceived and actual bur-
dens. JIFCO should support the development of NLWs (as part of 
the acquisition process) that are designed to be easy to use, low 
maintenance, and have reduced space, weight, and power require-
ments, even at the expense of other desired attributes, to make them 
more attractive to future users. 

The study’s finding that acoustic systems, laser dazzlers, and an ADS 
are especially versatile in a variety of scenarios could contribute to these 
systems being used in an array of contexts that might not previously have 
been fully realized.  

Closing Remarks

In this report, we describe how the tactical, operational, and strategic 
impact of NLWs can be characterized using a logic model and a set of asso-
ciated metrics. This factor clarifies how NLWs relate to DoD strategic goals 
and—in tandem with observations from interviews about how NLWs are 
perceived—how it facilitates better communication within DoD regarding 
how these systems can be better integrated into operations. The identifica-
tion and characterization of the metrics also lay the groundwork for data 
collection that can be used to further evaluate the impact of NLWs at mul-
tiple levels, which in turn can shape their usage in ways that enhance their 
contributions to DoD effectiveness. 
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CHAPTER ONE

Introduction

Background

The U.S. Department of Defense (DoD) is employing or developing vari-
ous non-lethal weapons (NLWs), including acoustic hailers, laser dazzlers, 
flash-bang grenades, blunt-impact munitions (e.g., rubber bullets), tasers, 
pepper balls, the Active Denial System (ADS) that emits millimeter-wave 
energy to cause a temporary heating sensation, microwave-emitting tech-
nologies that disable vehicles and vessels, and vessel-stopping technologies 
that entangle or foul propellers. NLWs are a subset of Intermediate Force 
Capabilities (IFCs), a term introduced in 2020 by the DoD Joint Non-Lethal 
Weapons Program, now termed the Joint Intermediate Force Capabilities 
Office (JIFCO). IFCs encompass NLWs and a variety of additional capabili-
ties and technologies that cause less-than-lethal effects.1  

By constraining other parties’ courses of action without inflicting lethal 
force, NLWs can help achieve military ends despite apprehensions about 
collateral damage or escalation. Less-than-lethal capabilities have previ-
ously primarily been used in a law enforcement context; however, their 
importance may expand with increasing competition short of war (the gray 
zone) because, in a standoff, they can help communicate and demonstrate 

1  See Susan Levine, “Beyond Bean Bags and Rubber Bullets: Intermediate Force Capa-
bilities Across the Competition Continuum,” Joint Forces Quarterly, No. 100, First 
Quarter 2021, pp. 19–24.
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resolve while mitigating the risks of unwanted escalation.2 For example, if 
Chinese or Russian forces confrontationally approach their U.S. counter-
parts with the intent of compelling them to depart from an area, NLWs can 
offer a means of countering these aggressive behaviors without the use of 
lethal force. 

A key challenge with respect to NLWs is how to evaluate their tactical, 
operational, and strategic impact. Many DoD systems are assessed in terms 
of their ability to contribute to lethality or destruction: for example, the 
extent of damage that a munition can inflict against a fixed target, or the 
size of the area within which it can inflict a given degree of damage. Systems 
that deliberately aim to limit their own effects require a different approach 
to evaluating their impact. 

Given this, JIFCO asked the RAND Corporation how best to evaluate the 
tactical, operational, and strategic impacts of these systems to better inform 
decisionmaking throughout DoD regarding their development, acquisition, 
integration into military forces, and usage. JIFCO, previously known as the 
Joint Non-Lethal Weapons Directorate, serves as the management office for 
the DoD Non-Lethal Weapons Program, for which the Commandant of the 
Marine Corps is the Executive Agent. It is important for JIFCO, stakehold-
ers throughout the services, and DoD to be able to define what value NLWs 
can provide to ascertain how to shape their development and employment. 

Defining NLWs
As stated earlier, the term IFC was introduced in 2020 to better reflect the 
range of capabilities and technologies available for enacting less-than-lethal 
effects in contemporary operating environments well beyond their legacy 
association with law enforcement. At the time of this writing, this term 

2  According to a previous RAND report on the topic, 
The gray zone is an operational space between peace and war, involving coer-
cive actions to change the status quo below a threshold that, in most cases, would 
prompt a conventional military response, often by blurring the line between mili-
tary and nonmilitary actions and the attribution for events (Lyle J. Morris, Michael 
J. Mazarr, Jeffrey W. Hornung, Stephanie Pezard, Anika Binnendijk, and Marta 
Kepe, Gaining Competitive Advantage in the Gray Zone, Response Operations 
for Coercive Aggression Below the Threshold of Major War, Santa Monica, Calif.: 
RAND Corporation, RR-2942-OSD, 2019, p. 8).
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remains predecisional, and a standardized definition has not yet been codi-
fied in doctrine. Our focus is on NLWs, which are a subset of IFCs.  In the 
absence of clear definitions for either term at present, we developed a non-
doctrinal definition of NLWs for this report, drawing on the definition of 
NLWs from DoD Directive 3000.03E:3

Systems and capabilities that can be used in all phases of conflict to 
stop, deter, deny, delay or temporarily incapacitate targeted person-
nel and materiel by producing predictable, immediate effects that are 
intended to be reversible and minimize unnecessary destruction and 
loss of life.

The phrase all phases, taken from the DoD directive, is a reminder that 
these systems can be used in Phase 0 of military conflict (shaping of the 
environment) and in the inter-war phase, in which the usage of lethal sys-
tems is severely restricted.4  

Systems falling under this definition vary greatly in terms of how they 
achieve the desired effects. Some examples of such systems include the 
following:

• Acoustic systems. The acoustic hailing device (AHD) can be used to 
communicate orally at long distances—e.g., to tell someone to back 
away.5 The experimental concept Laser-Induced Plasma Effects may 
use lasers to create a distant ball of plasma that can create sounds, 
including human speech, to persuade people to alter their movements 
or behavior.6 

3  DoD Directive 3000.03E, DoD Executive Agent for Non-Lethal Weapons (NLW), and 
NLW Policy, Washington, D.C., April 25, 2013, Incorporating Change 2, August 31, 
2018.
4  Joint Publication 5-0, Joint Planning, Washington, D.C.: Joint Chiefs of Staff, Decem-
ber 1, 2020. 
5  JIFCO, DoD, Non-Lethal Weapons Program, “Acoustic Hailing Devices Fact Sheet,” 
November 16, 2018a. 
6  Patrick Tucker, “The US Military Is Making Lasers Create Voices out of Thin Air,” 
Defense One, March 2, 2018.
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• Laser dazzlers. These include the currently fielded Ocular Interrupter 
(OI) and developmental Long-Range Ocular Interrupter (LROI), both 
of which create intense glare that prevents people from being able to 
perceive their environment well but without any permanent effects (in 
keeping with the Protocol on Blinding Laser Weapons).7 They can also 
be used to gain someone’s attention (hail) at long ranges. 

• Integrated-effects systems. The still-in-development Escalation of 
Force (EoF) Common Remotely Operated Weapons Station (CROWS) 
includes acoustic, light, and laser dazzling capabilities.8

• Flash-bang grenades. These create a burst of intense light and sound 
to distract and temporarily incapacitate individuals.9 

• Blunt impact munitions. These include rubber bullets, beanbag 
rounds, grenades that disperse rubber pellets, and other systems 
intended to strike individuals to temporarily incapacitate them while 
limiting the scope of permanent injuries.10

• Electro-muscular incapacitation systems. These short-range devices 
use an electrical current to induce incapacitating muscle contractions. 
Tasers allow a modest degree of standoff distance.11 

• Riot control agents. These are non-lethal chemical irritants, such as 
pepper spray and tear gas, that are typically reserved for law enforce-
ment and crowd-control situations. The Chemical Weapons Conven-
tion precludes their use in warfare; however, U.S. interpretation and 
ratification of the Chemical Weapons Convention allows for very lim-

7  JIFCO, DoD, Non-Lethal Weapons Program, “Non-Lethal Optical Distracters Fact 
Sheet,” May 2016a; and U.S. Department of Defense, Office of General Counsel, Depart-
ment of Defense Law of War Manual, Washington, D.C., June 2015, updated December 
2016, pp. 411–412.
8  JIFCO, DoD, Non-Lethal Weapons Program, DoD Non-Lethal Capabilities: Enhanc-
ing Readiness for Crisis Response Annual Review, Quantico, Va.: Non-Lethal Weapons 
Program, 2015; and U.S. Department of Defense, Non-Lethal Weapons Program, Inter-
mediate Force Capabilities: Bridging the Gap Between Presence and Lethality, Executive 
Agent’s Planning Guidance 2020, March 2020a.
9  JIFCO, DoD, Non-Lethal Weapons Program, 2015.
10  JIFCO, DoD, Non-Lethal Weapons Program, 2015.
11  JIFCO, DoD, Non-Lethal Weapons Program, “Human Electro-Muscular Incapacita-
tion FAQs,” webpage, undated-b. 
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ited use as delineated in Presidential Executive Order 11850.12 Pepper 
spray can be used at short ranges, while pepper balls can be used to 
disperse effects over wider areas.13 

• Millimeter-wave systems. The Active Denial System (ADS) emits a 
focused beam of millimeter-wave energy to safely and rapidly cause a 
temporary, immediately reversible heating sensation to deny personnel 
access to an area or encourage them to move. A developmental version, 
ADS Solid State, will reduce system weight and power requirements to 
improve mobility.14 

• Microwave systems. JIFCO is also completing prototype development 
and assessment for systems that temporarily interfere with vehicle 
electronics using high-power microwaves, including short- and long-
range Radio Frequency Vehicle Stoppers (RFVSs) for stopping land-
based vehicles and the Vessel Incapacitating Power Effect Radiation 
(VIPER) system for maritime use.15 Similar systems are envisioned to 
counter unmanned aerial vehicles (UAVs).16

12  Gerald Ford, “Renunciation of Certain Uses in War of Chemical Herbicides and Riot 
Control Agents,” Washington, D.C.: Executive Office of the President, Executive Order 
11850, April 8, 1975.  
13  JIFCO, DoD, Non-Lethal Weapons Program, “Oleoresin Capsicum Dispensers,” 
webpage, undated-c; and JIFCO, DoD, Non-Lethal Weapons Program, “Variable 
Kinetic System (VKS) Non-Lethal Launcher and U.S. Coast Guard Pepperball Launcher 
Systems,” webpage, undated-d.  
14  JIFCO, DoD, Non-Lethal Weapons Program, “Active Denial System FAQs,” web-
page, undated-a; and Susan LeVine, The Active Denial System: A Revolutionary, Non-
lethal Weapon for Today’s Battlefield, Washington, D.C.: Center for Technology and 
National Security Policy, National Defense University, 2009.
15  Jamal Beck, “New Vehicle Stopper Trials Underway at Tinker Air Force Base,” press 
release, Joint Intermediate Force Capabilities Office, U.S. Department of Defense, Non-
Lethal Weapons Program, August 15, 2018; JIFCO, DoD, Non-Lethal Weapons Pro-
gram, “Vessel-Stopping Prototype,” November 16, 2018d; and JIFCO, DoD, Non-Lethal 
Weapons Program, “Radio Frequency Vehicle Stopper,” November 16, 2018b.  
16  Other nations have sometimes used intense bursts of microwaves to target 
people—e.g., they have been used to attack U.S. personnel in Cuba and Russia, causing 
brain damage (see Julia Ioffe, “The Mystery of the Immaculate Concussion,” GQ, Octo-
ber 19, 2020).  
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• Mechanical vehicle/vessel-stopping technologies. The Single Net 
Solution–Remote Deployment Device (SNS-RDD) consists of a spiked 
net deployed to stop land-based vehicles, and the Pre-Emplaced 
Vehicle Stopper (PEVS) injects electricity into a vehicle to damage 
its electronics. The Maritime Vessel Stopping Occlusion Technolo-
gies (MVSOT) include drogue lines (which tangle the propellers) and 
occlusion technologies (which coat propellers to reduce efficiency and 
effectiveness).17

Some non-lethal applications of cyber and electronic warfare may appear 
to fall within the definition given above but are not overseen by JIFCO in 
accordance with DoD Directive 3000.03E.18 As a result, they were excluded 
from the scope of this study. 

Generally, much of the services’ usage of NLWs has been for military 
police and security forces, garrison law enforcement, crowd control, or 
defense of fixed sites. (Some of these systems have also been used by civil-
ian law enforcement agencies, both domestically and internationally.)19 
Using the literature review, we developed the hypothesis that NLWs could 
be useful in a range of other situations, such as standoffs in the context of 
the gray zone of competition with forces from rival nations. We explored 
and corroborated this hypothesis throughout the study, demonstrating it in 
the context of 13 vignettes. 

17  Army Nonlethal Scalable Effects Center, “Army Nonlethal Weapons APBI,” presen-
tation, September 21, 2017; Katherine Mapp, “Promising New Tool Protects Ships, Sail-
ors,” Naval Surface Warfare Center Panama City Division, Public Affairs, November 21, 
2019; Nathan Gain, “US Navy Lab Investigates Innovative Non-Lethal Boat Stopping 
Technology,” Naval News, November 25, 2019; and JIFCO, DoD, Non-Lethal Weapons 
Program, “Single Net Solution with Remote Deployment Device,” November 16, 2018c. 
18  Systems emitting millimeter waves and microwaves use the electromagnetic spec-
trum, but these differ qualitatively from the more-sophisticated jamming, spoofing, 
and manipulation involved in most electronic warfare (EW), so they are included in this 
study.  
19  In the context of civilian law enforcement, these systems can be controversial, and 
debate over their usage in such contexts is (at the time of this writing) intensified by 
wider disagreements over policing. However, the issue of whether, how, and when such 
systems should be used in civilian law enforcement is beyond the scope of this study, 
which focuses exclusively on military use of NLWs. 



Introduction

7

Purpose of This Study

The purpose of this study is to characterize how best to measure the poten-
tial tactical, operational, and strategic impact of NLWs, ascertaining how 
they contribute to overarching goals. Clear assessments of the impact of 
NLWs at multiple levels can provide insights that can inform their devel-
opment and acquisition, how they are integrated into military operations, 
what NLW CONOPS to use in different contexts, and what TTPs to employ 
with NLWs, particularly in confrontations with near-peer adversaries or 
when collateral damage could have grave strategic effects.

Methodology and Report Structure

Here, we present a brief outline of the methodology, with more details pro-
vided in the subsequent chapters that describe its various parts and the asso-
ciated analyses. We began by qualitatively characterizing how the direct 
effects of NLWs contribute, via a series of steps, to high-level DoD goals. 
To do this, we conducted a literature review and a series of interviews. We 
reviewed more than 150 documents, including DoD policy and doctrine, 
budget documents, RAND reports, academic journals, and news articles. 
We also conducted 36 interviews with stakeholders from 25 different orga-
nizations, across and beyond DoD. We used the information gleaned from 
these sources and a series of internal workshops to iteratively develop a logic 
model that links the activities NLWs perform, the direct outputs of those 
activities, higher-level outcomes, and DoD strategic goals. This logic model 
was refined based on further feedback from stakeholders to ensure accu-
racy. The methodology for developing the logic model is further described 
in Chapter Two. Additional information on the intensity of the relationships 
between elements of the logic model is included in Appendix A. 

We then identified metrics that could be used to measure each element 
(item) within the logic model, based on analysis by individuals and the col-
lective research team. We then developed a series of diverse vignettes to eval-
uate the degree to which the metrics were likely to be useful in character-
izing the elements of the logic model in specific contexts; more information 
about how the vignettes were developed and the metrics evaluated appears 



How to Effectively Assess the Impact of Non-Lethal Weapons as IFCs

8

in Chapter Three, while Appendix B provides descriptions of the metrics 
and the results of their evaluations, and Appendix C includes detailed 
information about the vignettes. In parallel, we used thematic analysis of 
interview data to generate additional insights, as will be further described 
in Chapter Four. The interview protocols used in these interviews are pro-
vided in Appendix D. Finally, we developed a set of overarching assessments 
regarding how to evaluate and communicate the impact of NLWs, captured 
in Chapter Five. 
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CHAPTER TWO 

Developing a Logic Model to 
Characterize NLWs

In this chapter, we review the base of our framework for understanding the 
impacts of using NLWs. This takes the form of a logic model that links the 
inputs required to use NLWs to the higher-level impacts of their use. First, 
we describe the basic structure of a logic model and how we populated it. 
This is followed by a description of the logic model used to identify the met-
rics discussed in Chapter Three. We conclude by characterizing connec-
tions between individual elements at various levels of the logic model and 
offering some initial observations.

How a Logic Model Works

A logic model is a structured way to characterize how systems, processes, 
organizations, or other entities achieve their goals. Although there are many 
styles of logic models, the version that we are using describes how the inputs 
that enable NLW usage are used to conduct activities that contribute directly 
to outputs, then to higher-level outcomes, and ultimately, to departmental-
level strategic goals, as shown in Figure 2.1.1 The tactical impact of NLWs is 
captured at the activity level, while their operational impact is captured at 
the output level, and their strategic impact is captured at the outcome and 
strategic goal levels. 

1  Scott Savitz, Miriam Matthews, and Sarah Weilant, Assessing Impact to Inform Deci-
sions: A Toolkit on Measures for Policymakers, Santa Monica, Calif.: RAND Corpora-
tion, TL-263-OSD, 2017.
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How the Logic Model Was Developed

The content and organization of our logic model was informed by a review 
of more than 150 documents related to NLWs and the various contexts in 
which they might be employed and by the 36 interviews we conducted with 
stakeholders across DoD, the U.S. Coast Guard, and other relevant parties. 
Our team conducted multiple workshops throughout the document review 
process to synthesize our findings into a list of NLW uses and impacts, 
which we organized into a logic model according to the basic framework 
shown in Figure 2.1. In each subsequent workshop, we iterated on the model 
using insights provided by additional literature. 

After iterating on the logic model based on our literature review and 
interviews, we requested feedback on its content and organization from 
JIFCO and other subject-matter experts, further refining the model based 
on their responses. The framework presented here should be considered a 
living document, to be adapted as (1) new technologies and creative opera-
tional concepts expand the boundaries of what is possible and (2) improved 
data collection and analysis refine our understanding of these capabilities. 

Contents of the Logic Model

In developing this logic model, we found that the potential impacts of NLWs 
are many and varied. This is unsurprising because the capabilities them-
selves are varied, relying on a diverse set of technologies and physical phe-
nomena, such as sound, light, millimeter waves, blunt impact, and chemical 
irritation, as noted earlier in this chapter. Furthermore, they are meant for 

FIGURE 2.1

NLW Logic Model Structure

Things required 
for employment 

of NLWs
What NLWs do

Direct results 
of NLW 

employment

Higher-level 
contributions of 

NLW employment

Ultimate DoD 
aims to which 

NLWs contribute

Inputs Activities Outputs Outcomes Strategic 
Goals

SOURCE: Savitz, Matthews, and Weilant, 2017.
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use in a wide range of situations against a variety of potential targets (i.e., 
individuals, crowds, vessels, vehicles).2 Figure 2.2 shows the logic model 
used in the framework discussed in this report.

The elements, listed in the leftmost column of Figure 2.2, consist of tan-
gible and intangible inputs required to employ NLWs effectively and appro-
priately in a given situation. Most obviously, NLW employment requires 
the physical systems and the means to sustain their use. In addition, DoD 
must determine how and when personnel can and should use NLWs, and 
personnel must understand both the operation of the physical systems and 
the broader guidelines for their use. Activities, listed in the second column 
from the left in Figure 2.2, consist of things NLWs do, such as hail, distract, 
incapacitate, or affect mobility (the last includes the concept of area denial, 
preventing access to an area). It is possible for NLWs to conduct multiple 
activities depending on how they are employed. For example, a laser dazzler 
could be used against the driver of a car approaching a checkpoint to warn 
the driver to slow down for the checkpoint and visually degrade or suppress 
if the person fails to do so. There is also some degree of overlap between the 
activities (e.g., tactically deterring someone from approaching also affects 
that person’s mobility). The output elements, listed in the middle column 
of Figure 2.2, are the direct results of NLW employment. Outputs include 
affecting U.S. and adversary costs; reducing various forms of risk; increas-
ing time, information, and options; and enabling effective action in various 
situations despite constraints. Outcomes, listed in the second column from 
the right in Figure 2.2, are one step further removed, consisting of high-
level impacts to how and where the United States can operate, the broad 
costs incurred by U.S. operations, and the perceptions they create. Finally, 
strategic goals, listed in the rightmost column in Figure 2.2, are broad, 
department-wide goals set out by DoD leadership—specifically, the goals 
from the National Defense Strategy unclassified summary that NLWs can 

2  JIFCO, DoD, Non-Lethal Weapons Program, Strategic Plan 2016–2025, Science & 
Technology, Joint Non-Lethal Weapons Program, Quantico, Va., 2016b; and Richard L. 
Scott, “Nonlethal Weapons and the Common Operating Environment,” ARMY Maga-
zine, April 2010, pp. 21–26.
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FIGURE 2.2

Logic Model for NLWs

NOTES: CONOPS = concept of operations; LOW=Laws of War; ROE = rules of engagement. 
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help fulfill.3 Although NLWs are obviously not wholly responsible for ful-
fillment of these goals, they can play a role in contributing to them. The 
next section discusses our work in making the relationships among differ-
ent levels of the logic model more explicit.

Connections Among Elements of the Logic Model

After developing the logic model, which shows generally how sets of ele-
ments feed into one another, we developed a more-detailed mapping of the 
relationships between individual logic model elements. Because the logic 
model aims to describe the impacts of diverse capabilities used in a broad 
set of situations, we can form a more-coherent picture of the different mech-
anisms by which NLWs create higher-level impacts and determine which 
logic model elements are most relevant when specific goals or scenarios are 
considered.

In the absence of data quantifying the relationships among different ele-
ments of the logic model, we relied on the expertise of the project team to 
determine the strength of the connections among logic model elements, 
informed by our literature review and discussions with other subject-matter 
experts and later provided to stakeholders for feedback. We used a simple, 
three-point scale:

• 2: strong, unequivocal connection
• 1: limited, indirect, or conditional connection
• 0: no connection.

We characterized only connections between elements in adjacent levels 
of the logic model, assuming that relationships between elements in non-
adjacent levels arose through a chain of direct relationships with elements at 
intermediate levels. We did not map inputs to activities in the figure because 
we assessed that all inputs contribute to all activities, and leaving out this 
all-to-all mapping enables the reader to focus on more-nuanced aspects of 

3  James Mattis, Summary of the 2018 National Defense Strategy: Sharpening the Ameri-
can Military’s Competitive Edge, Washington, D.C.: U.S. Department of Defense, 2018. 
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the diagram. Figure 2.3 provides a visual representation of element con-
nectivity in the logic model, with strong, unequivocal connections shown 
as dark, heavy lines, and more limited, indirect, or conditional connections 
shown as lighter, thinner lines. Although this diagram is somewhat dense, 
we highlight the key takeaways from it—which can be identified visually 
by looking holistically at patterns across the diagram rather than focusing 
on individual connections—below. A list of all mappings among the logic 
model elements can be found in Appendix A. 

As Figure 2.3 shows, activity-to-output links are dense, reflecting the 
versatility of the activities in contributing to diverse outputs. On average, 
each activity is connected to 90 percent of the outputs and strongly con-
nected to 64 percent of them. Output-to-outcome connections are less 
dense: Most outputs link to only a few outcomes (an average of 49 percent, 
with strong connections to only 23 percent, on average), and some outputs 
lack strong links to any outcomes. The outcome-to-strategic goal connec-
tions are still more sparse, with only five of the nine having strong links to 
at least two strategic goals and the other four having no strong links to any 
goals.

Using the connections depicted in Figure 2.3, we can see which logic 
model elements are most relevant to DoD’s strategic goals. Figure 2.4 high-
lights the elements that are strongly connected to the strategic goals, either 
directly or via a chain of strong connections. All seven of the activities ulti-
mately have strong connections to the strategic goals, as do nine of the 13 
outputs and five of the nine outcomes. These elements make the strongest 
case for the strategic impact of NLWs at a DoD-wide level. This is not to 
say that other elements of the logic model do not have a substantial impact, 
only that their tactical and operational impacts do not relate as strongly to 
overall strategic goals. 
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FIGURE 2.3

Logic Model with Linkage Among Elements Shown

NOTE: Strong and limited connections are shown by thick and thin lines, respectively. Different line colors are used solely to improve clarity; all arrows 
emanating from a single element share the same color.
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FIGURE 2.4

Logic Model Highlighting Elements Most Relevant to DoD’s Strategic Goals

NOTE: Strategic goals and elements with strong connections to those goals (either directly or through other elements) are contained in dark blue boxes. 
Different line colors are used solely to improve clarity. 
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CHAPTER THREE

Identifying and Evaluating Metrics in 
the Context of Vignettes 

Chapter Two provided an overview of the logic model, a framework for 
understanding the impacts of NLW usage. In this chapter, we present the 
metrics that we identified to measure the individual elements of that logic 
model; the values of these metrics could provide insights regarding the 
impact of NLWs. We then describe the methodology used for identifying 
these metrics and a brief overview of the characteristics of metrics by level 
of the logic model. Next, we discuss the method used to evaluate each of 
the identified metrics. We follow this with an explanation of the purpose 
of the vignettes, the process for developing them, and our related analyses. 
(More information about the vignettes is included in Appendix C.) Finally, 
we report the results of the analysis, including key observations regarding 
the metrics and how their values could be assessed through future data col-
lection. Although we sought current data sets that might provide values for 
these metrics, none of the data sets that we were able to unearth—ranging 
from succinct tactical reports of NLW usage to indications of intrusions 
that garnered a response—had sufficient data to enable the values of these 
metrics to be calculated. 

Identifying Metrics

The method used to identify the metrics was similar to the iterative process 
used for developing the logic model. Our team, in a series of internal work-
shops, went through each element in the activities, outputs, and outcomes 
levels of the logic model and discussed potential metrics that could be used 
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to measure that element. Given the abstract and complex nature of some 
of the elements of the logic model, it was necessary to think creatively to 
develop a set of metrics that encompassed both quantitative and qualitative 
aspects. Once an initial set of metrics was developed, we considered them 
as a whole and made clarifying adjustments to create consistency across 
similar elements in the logic model and identified additional metrics to fill 
in any gaps. Ultimately, we identified 97 unique metrics to assess 29 logic 
model elements. Some of these metrics are applicable to multiple elements, 
resulting in 115 instantiations of metrics. The breakdown of the number of 
metrics by level of the logic model is included in Table 3.1, while Table 3.2 
shows illustrative examples of metrics associated with the activities, out-
puts, and outcomes levels of the logic model. A complete list of metrics is 
included in Appendix B. 

In general, good metrics were easiest to identify for activities, which pri-
marily related to tangible items, such as which populations were affected by 
the use of NLWs and how they responded. It was harder to identify metrics 
for outputs, which generally related to providing the user with more time 
and options, curtailing the adversary’s options, and reducing tactical risks. 
The hardest metrics to identify were those measuring outcomes, which 
related to more abstract phenomena (e.g., reducing strategic and operational 
risks, influencing perceptions, maintaining morale, and reducing costs).

Although we considered identifying input metrics, we found that our 
draft metrics for this level of the logic model were generally either well-
established technical specifications (e.g., range and weight) or were not rel-
evant to measuring NLW impacts, such as metrics associated with ROE. 
Therefore, we did not identify a set of metrics for the input level of the 
logic model. We also did not identify metrics associated with the strategic 

TABLE 3.1

Numbers of Elements and Metrics

Element Type Number of Elements Number of Metrics

Activity 7 33

Output 13 42

Outcome 9 40

Total 29 115
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goals, because this is well beyond the scope of JIFCO’s authority: Defin-
ing the best ways to measure the fulfillment of DoD-wide strategic goals 
from the National Defense Strategy would be a gargantuan task requiring 
the involvement of high-level stakeholders throughout DoD rather than a 

TABLE 3.2

Examples of Metrics Associated with a Subset of Elements of the 
Logic Model

Element 
Type Element Description Metric

Activity Temporarily incapacitate 
personnel

Percentage of targeted population 
incapacitated by NLW

Percentage of encounters in which 
non-targeted population is incapacitated 
by NLW

Timeline between NLW use and 
incapacitation

Duration of incapacitation

Output Effectively responded  
to situations despite 
constraints

Percentage of tactical encounters in which 
use of NLWs was permissible, but lethal 
force was not

Whether NLWs are allowed by ROE (binary 
yes/no distinction)

Degree to which targeted populations 
perceive NLWs as equivalent to lethal 
weapons

Outcome Competed effectively  
and demonstrated resolve 
while managing escalation  
in peacetime, gray-zone,  
and hybrid contexts

Percentage of incidents using NLWs that 
resulted in unwanted escalation divided by 
percentage of incidents not using NLWs 
that resulted in unwanted escalation

Percentage of particular peacetime/
gray-zone/hybrid incidents in which NLWs 
were used

Percentage of incidents in which NLWs 
were used and commanders perceived 
them as contributing effectively

Degree to which targeted populations 
perceive NLWs as equivalent to lethal 
weapons
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much smaller set of NLW stakeholders, and it also would not closely relate 
to the impacts of NLWs themselves. 

Evaluating Metrics

We evaluated each metric (not the value of the metric, but the qualities of 
the metric itself) using four criteria that are widely used for this purpose, as 
described in an earlier RAND publication.1 They are

• validity—how well the metric measures the element
• reliability—the degree to which multiple measurements will be con-

sistent
• feasibility—how easily the measurement can be made
• timeliness—how quickly a measurement can be made.

The team evaluated each metric in the context of each of the vignettes 
that we explored, which we will describe next. For each metric, we began 
by ascertaining whether it was applicable in the context of that vignette 
(assigning it an N/A for not applicable, if not). If the metric was applicable, 
the team then collectively evaluated the metric relative to each of the four 
criteria, using a three-point scale (low, medium, high) for each. We will fur-
ther explain the process and discuss the results of this analysis after we pro-
vide more information about the vignettes themselves. 

Developing Vignettes 

Rather than trying to analyze metrics in isolation, we ascertained that it 
was important to evaluate them in the context of vignettes that reflected a 
diverse range of use cases for NLWs. The use of vignettes also allowed us 
to test the hypothesis that NLWs are potentially useful in a wider range of 
tactical situations than they are primarily used in today. The settings of the 
vignettes are in the mid-2020s, allowing some NLW technologies that are 

1  Savitz, Matthews, and Weilant, 2017. 
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currently developmental to become fully operational, but the global situa-
tion is roughly the same as that at the time of this writing in 2021. 

To implement this approach, we had to ensure that we could confidently 
enumerate all relevant types of vignettes. We turned to previous RAND 
research on scenario design, which highlighted two considerations. First, 
NLWs may be useful across the spectrum of conflict, so there is a need 
to distinguish between structural and proximate factors of conflict when 
designing scenarios.2 Second, non-military factors need to be strengthened 
and characterized in greater fidelity to improve the quality of military and 
political strategic analysis.3 

Using these factors, we developed three key design considerations that 
we varied to yield the relevant range of vignettes. The considerations, in 
detail, were as follows:

• Whether the adversary sought to escalate the situation. This consider-
ation is important because it allows us to consider the effect of NLWs 
on a situation in which the eventual use of lethal force by the adversary 
was possible. This gives us some insight into whether NLWs contain 
inherent de-escalatory qualities, or whether the situation or context 
dominates. 

• Whether U.S. forces could feasibly withdraw. U.S. withdrawal would 
inherently de-escalate a situation, and we sought to understand how 
NLWs could contribute to situations in which the United States would 
have to stay and work through a tactical situation to its conclusion, as 
compared with situations in which U.S. forces would have to withdraw. 

• Whether the narrative surrounding the incident was stable. This con-
sideration addressed the role of narrative, information, and disinfor-
mation in a particular vignette. This consideration allows us to bridge 
the relationships between structural and proximate factors of a con-
flict or tactical encounter with the non-military factors pertinent to 
our analyses. This is particularly important to test the hypothesis that 

2  Timothy R. Heath and Matthew Lane, Science-Based Scenario Design: A Proposed 
Method to Support Political-Strategic Analysis, Santa Monica, Calif.: RAND Corpora-
tion, RR-2833-OSD, 2019, pp. 11–16.
3  Heath and Lane, 2019, p. 6. 
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NLWs are particularly useful in countering or addressing gray-zone 
tactics and operational approaches by adversaries. There, narratives 
play a key role, and understanding how a situation can be manipulated 
(or not) from a perspective of narrative is important.

Because these considerations are binary (e.g., a narrative is either stable 
or unstable), eight combinations are possible. We built vignettes around 
these combinations, basing them on contemporary and past events when-
ever possible. For example, consider the combination of an escalatory adver-
sary, a situation in which U.S. forces can withdraw, and an unstable nar-
rative. We saw that incidents between U.S. and Russian ground forces in 
Syria fit that combination, so we built a vignette around it.4 Ultimately, we 
developed a set of 13 vignettes that encompassed all eight combinations, all 
of the services, all physical domains, and all geographic combatant com-
mands. They also include instances of great-power competition with China 
and Russia, as well as possible terrorist threats, confrontations with hostile 
crowds (both in the United States and abroad), and other contexts. Obvi-
ously, these vignettes are illustrative rather than comprehensive: a variety of 
other use cases for NLWs, or variations on these, could readily be created. 
However, these capture some of the varied circumstances in which NLWs 
could be used in many different contexts. Our analysis of them confirmed 
a hypothesis that we had developed at the outset of the study, as mentioned 
in Chapter One—specifically that NLWs have potential applications beyond 
the well-known repertoire of crowd control and law enforcement. The 13 
vignettes are briefly outlined in Table 3.3 and described in greater detail in 
Appendix C. 

To give the reader a sense of what a vignette entails, we describe two 
interrelated ones here. In vignettes 7 and 8, the U.S. Air Force has set up 
an air base in Palau, about 500 miles east of the southern Philippines, from 
which it is conducting operations to counter aggression in the region. In 
vignette 7, an adversary’s agents have paid members of the local population, 
including families with young children, to demonstrate in front of the base 
gates, preventing movement into or out of the base. The Air Force does not 

4  Eric Schmitt, “U.S. Troops Injured in Syria After Collision with Russian Vehicles,” 
New York Times, August 26, 2020.
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want to hurt or arrest the demonstrators, and neither does the local police 
force, but they are unable to persuade them to disperse, and the obstruc-
tion of the gates is impeding the base’s ability to operate effectively. For this 
reason, the Air Force is interested in employing NLWs to disperse the crowd. 

In vignette 8, the adversary’s agents have also distributed high-powered 
laser pointers to local adolescents and are paying them to aim those laser 
pointers at the cockpits of aircraft that are landing or taking off. The adoles-
cents have been observed by the base’s UAVs and from its air traffic control 
tower. The Air Force and local authorities do not want to harm the adoles-
cents, but they do want to stop them from dazzling pilots, which can cause 
fatal crashes or long-term eye damage. As with the base demonstrators, 
NLWs can be used to disrupt the adolescents’ activity without inflicting 
permanent harm. 

In both vignettes, Air Force personnel are also acutely aware that injur-
ing or killing unarmed members of the local community is both an ethical 
and a political concern, because the government of Palau could then come 
under intense popular pressure to deny the United States further access to 
the base. This is one of the goals of the agents behind both vignettes: pro-
voking U.S. forces to take lethal action, or having Palauan forces do so on 
behalf of the United States, could result in loss of basing rights. Therefore, 
the ultimate opponent in both vignettes is seeking escalation, as noted in 
Table 3.3. Moreover, withdrawal is not viable in either vignette without 
losing operational capabilities, given that this is a fixed installation, and the 
narrative is far from stable: It could readily be manipulated to present a very 
negative view of U.S. forces and their actions. 

We also explored other potential interactions in which NLWs might 
be used, although these did not ultimately take the form of vignettes. For 
example, a recurring problem around some U.S. bases overseas is local indi-
viduals attempting to steal fencing materials or other items along the base 
perimeter at night. These individuals are not always driven off by search-
lights alone, and they may abscond before security forces can reach them. 
This problem can contribute to gaps in physical security while also con-
ditioning security personnel to be less reactive to movements along the 
perimeter, contributing to complacency. Hostile forces can also query or 
co-opt petty thieves to garner information on the facility and its security 
responses. Such NLWs as laser dazzlers or the ADS could potentially help 



H
o

w
 to

 E
ffectively A

ssess the Im
p

act o
f N

o
n

-Lethal W
eap

o
ns as IF

C
s

24

TABLE 3.3

Vignette Summary

Number Vignette Domain Service GCC
Escalatory 
Adversary

Withdrawal 
Possible

Stable 
Narrative

1 Joint Surveillance and Target 
Attack Radar System (JSTARS) 
intercepted by People’s 
Liberation Army Navy and Air 
Force (PLANAF) fighters

Air USAF INDOPACOM X X X

2 Motorized confrontation  
with Russian forces in Syria

Ground Army CENTCOM X X

3 Boats approach a destroyer  
in the Strait of Gibraltar

Maritime USN EUCOM X X

4 Ground threat around 
domestic humanitarian 
assistance/disaster relief 
(HA/DR) sites

Ground Army, USMC, 
National 
Guard

NORTHCOM X X

5 Maritime threat around 
domestic HA/DR sites

Maritime USN, USCG NORTHCOM X X

6 Securing embassy in Bahrain Ground USMC CENTCOM X

7 Demonstrators in Palau Ground USAF INDOPACOM X

8 Lasing in Palau Ground USAF INDOPACOM X
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Table 3.3—Continued

Number Vignette Domain Service GCC
Escalatory 
Adversary

Withdrawal 
Possible

Stable 
Narrative

9 Maritime standoff in  
the South China Sea

Maritime USN, USCG INDOPACOM X X

10 Maritime standoff in the  
Arctic

Maritime USCG EUCOM X X

11 Blockade enforcement  
near Venezuela

Maritime USN SOUTHCOM X X

12 SOF hostage rescue in 
Somalia

Ground SOF AFRICOM X

13 Expeditionary Advanced  
Base (EAB) defense against 
UAVs in the Philippines

Multi USMC INDOPACOM

NOTES: A cell with an X means the vignette has that feature; an empty cell means the vignette does not have that feature.
AFRICOM = U.S. Africa Command; EUCOM = U.S. European Command; INDOPACOM = U.S. Indo-Pacific Command; NORTHCOM = 
U.S. Northern Command; SOF = special operations forces; SOUTHCOM = U.S. Southern Command; USAF = U.S. Air Force; USCG = 
U.S. Coast Guard; USMC = U.S. Marine Corps; USN = U.S. Navy.
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prevent recurrent intrusions. However, because this is a chronic problem 
rather than an acute encounter, we did not transform it into a vignette. Sim-
ilarly, we considered the idea of using NLWs in response to surprise attacks 
on a base, where the speed-of-light or speed-of-sound effects of some NLWs 
could be advantageous while also reducing the risk of collateral damage or 
fratricide when there was uncertainty about the location of the attackers. 
However, despite repeated attempts, we did not identify a vignette in which 
NLWs would not be superseded by the use of exclusively lethal weapons in 
this context. 

We also recognized that there are many possible vignettes that could be 
explored. For example, we had considered NLW usage as part of military 
response to a pandemic event, such as U.S. military HA/DR in West Africa 
following the 2014 Ebola outbreak. However, we assessed that the dynamics 
of using NLWs for security in a pandemic would not be profoundly differ-
ent from a non-pandemic situation: Regardless of disease considerations, 
potentially hostile individuals should be kept at a distance well beyond the 
range at which they could possibly infect U.S. personnel. We also consid-
ered a vignette describing HA/DR overseas, because DoD has performed 
that mission numerous times around the globe in recent decades. However, 
this would have many similarities with the domestic HA/DR situations that 
we explored, so we chose not to develop additional vignettes in this vein. 
Vignettes involving pandemics, overseas HA/DR, both situations, or many 
other subjects could be explored in subsequent analysis. 

Evaluating Metrics in the Context of Vignettes

Once we developed our set of vignettes, we explored them using the logic 
model and associated metrics described above and in the previous chap-
ter. The research team ascertained what types of NLWs would potentially 
be effective in the context of each vignette, based on what U.S. forces were 
trying to achieve, the overall context (including what populations are pres-
ent; the physical environment; the distances involved; and escalatory, with-
drawal, and narrative considerations), and potential risks. These items are 
listed in Table 3.4. To continue the extended discussion of vignette 7 from 
earlier, in which demonstrators were blocking base gates in Palau, the use 
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of acoustic hailers can underscore the seriousness of demands to disperse; 
this will induce some individuals to leave and clarify the more serious deter-
mination of others. Briefly and periodically discomfiting particular indi-
viduals or sections of the crowd with an ADS could help disperse some of 
those who remain. If there are still holdouts, pepper balls could cause them 

TABLE 3.4

NLW Usage in Vignettes

Vignette NLWs Used Reasons for Selecting Specific NLWs

1. JSTARS 
intercepted by 
PLANAF fighters

LROI Intermittent LROI use provides a rapid, effective 
way of demonstrating resolve to the other pilots 
and makes it harder for them to maneuver 
without dangerously incapacitating them

2. Motorized 
confrontation 
with Russian 
forces in Syria

AHD, LROI,  
EoF CROWS, 
PEVS, RFVS

Various hailing and dazzling NLWs can be used 
to communicate and make it harder to drive, 
while the PEVS and RFVS can prevent their 
vehicles from approaching 

3. Boats 
approach a 
destroyer in the 
Strait of Gibraltar

AHD, LROI, 
VIPER, MVSOT

Hailing and dazzling can communicate and help 
differentiate intent while also making it harder to 
drive a boat in a particular direction; VIPER and 
MVSOT can prevent boats from approaching 

4. Ground threat 
around domestic 
HA/DR sites

ADS, AHD,  
EoF CROWS, 

LROI, OI 

Hailing and dazzling can communicate and 
help differentiate intent while an ADS can 
incapacitate individuals and induce them (or 
others) to depart

5. Maritime 
threat around 
domestic HA/DR 
sites

ADS, AHD,  
EoF CROWS, 
LROI, MVSOT, 
pepper balls, 

beanbag rounds, 
rubber bullets, 

VIPER

Hailing and dazzling can communicate and 
differentiate intent, ADS and pepper balls 
can incapacitate individuals and/or induce 
departure, beanbag rounds and rubber bullets 
inflict limited injuries to incapacitate or drive 
away particularly recalcitrant individuals, 
and VIPER and MVSOT prevent boats from 
approaching

6. Securing 
embassy in 
Bahrain

ADS, AHD, 
pepper balls, 

beanbag rounds, 
rubber bullets 

Hailing can communicate and differentiate 
intent, ADS and pepper balls can incapacitate 
individuals and/or induce departure, and 
beanbag rounds and rubber bullets inflict limited 
injuries to incapacitate or drive away particularly 
recalcitrant individuals

7. Demonstrators 
in Palau

ADS, AHD, 
pepper balls

Hailing can communicate and differentiate intent 
by causing some individuals to disperse, ADS 
and pepper balls can incapacitate individuals 
and/or induce departure
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Table 3.4—Continued

Vignette NLWs Used Reasons for Selecting Specific NLWs

8. Lasing in 
Palau

ADS, AHD,  
EoF CROWS, 
LROI, pepper 

balls

Hailing can cause some individuals to drop their 
dazzlers and flee, while dazzling them, using 
ADS, or pepper balls can do that or incapacitate 
them so that they are no longer able to dazzle 
pilots

9. Maritime 
standoff in the 
South China Sea

ADS, LROI Temporarily dazzling personnel driving the 
ship and discomfiting personnel on deck can 
demonstrate resolve and cause them to want 
to back away; hailing is unnecessary, because 
other communications channels exist

10. Maritime 
standoff in the 
Arctic

ADS, LROI Temporarily dazzling personnel driving the 
ship and discomfiting personnel on deck can 
demonstrate resolve and cause them to want 
to back away; hailing is unnecessary, because 
other communications channels exist

11. Blockade 
enforcement 
near Venezuela

ADS, LROI Temporarily dazzling personnel driving the 
ship and discomfiting personnel on deck can 
demonstrate resolve and cause them to want 
to back away; hailing is unnecessary, because 
other communications channels exist

12. SOF hostage 
rescue in 
Somalia

Beanbag round, 
rubber bullets, 

flash-bang 
grenades

These munitions can temporarily incapacitate 
personnel or inflict light injuries while limiting the 
risk of accidentally killing hostages

13. EAB defense 
against UAVs in 
the Philippines

C-UAV Disabling the UAV without shooting it 
demonstrates resolve and impedes its mission 
while managing escalation

NOTES: Acoustic: The AHD communicates orally at long distances. 

Laser dazzlers: The OI and LROI create intense glare without permanent effects.

Escalation of Force Common Remotely Operated Weapons Station (EoF CROWS): This combines 
both acoustic and laser-dazzling capabilities.

ADS: This emits millimeter-wave energy to create a temporary heating sensation.

Electronic disruption: The PEVS, RFVS, VIPER, and C-UAV systems emit microwave energy to disrupt 
electronics.

Mechanical disruption: MVSOT halt or slow the movements of small vessels by entangling, coating, or 
otherwise affecting their propellers.

Munitions: Beanbag rounds, rubber bullets, and flash-bang grenades deliver blunt-impact effects  
and/or temporary incapacitation with bursts of light or sound.

Riot control agents: Pepper balls can be launched to disperse irritating pepper spray over a wide area.
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to flee, or at least make it easy to take them into custody, given a degree of 
incapacitation. In vignette 8, involving the adolescents who were targeting 
pilots with laser pointers, acoustic hailing might frighten them into stop-
ping what they are doing and fleeing. The use of laser dazzlers might com-
pound this effect and cause the adolescents to be unable to accurately aim 
their laser pointers at moving targets. If they still attempt to persist, an ADS 
and pepper balls will further reduce their ability to aim accurately while 
also causing them to flee and perhaps be sufficiently deterred not to try this 
again.  More details on these and other vignettes appear in Appendix C. 

Acoustic Systems, ADS, and Laser Dazzlers Were 
Particularly Versatile NLWs
Table 3.5 summarizes how frequently we used each of the classes of NLWs 
across all vignettes. Acoustic systems, the ADS, and laser dazzlers were used 
in a slight majority of the vignettes across multiple domains. Although ver-
satility is far from the only driver of prioritization, and the set of vignettes 
was not designed to precisely reflect the frequency or relative importance of 
different situations that U.S. forces encounter, these relative numbers indi-
cate that acoustic systems, ADS, and laser dazzlers can be applied in a wide 
variety of contexts. To the extent that JIFCO is seeking to focus its energies 
on programs that address overall DoD needs, these classes of NLWs can be 

      TABLE 3.5

Frequency of NLW Usage Across 13 Vignettes

NLW Type
Number of Vignettes 

Used

Laser dazzler 9

ADS 8

Acoustic 7

Munition 4

Riot control agent 4

Electronic disruption 4

Mechanical disruption 2
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emphasized. Other types of systems, however, are also important in specific 
contexts and should continue to be pursued. 

Evaluation of Metrics

For each vignette, we collectively assessed which elements of the logic 
model, and which metrics that related to them, were applicable. (The others 
were designated as N/A.) We then collectively assessed the validity, reliabil-
ity, feasibility, and timeliness of each applicable metric in the context of the 
vignette, using a three-point scale (low, medium, high) for each criterion. 
We made these assessments based on the scales provided in Table 3.6, and 
we will demonstrate an example of such an assessment after the table. We 
recognize that these assessments are themselves somewhat subjective, and 
there may be instances where others would ascertain different values; how-
ever, it is unlikely that assessments by others would be radically different, 

TABLE 3.6

Scales for Evaluating Validity, Reliability, Feasibility, and 
Timeliness

Validity Reliability Feasibility Timelinessa

High Directly measures 
the element or a 

close proxy

Well-defined, 
objective, and stable

Required data 
sets are readily 
available and 
user-friendly

Hours 

Medium Closely related to 
the element being 

measured

Some ambiguity, 
subjectivity, and/or 

volatility

Required data sets 
could be collected 
with limited effort

Days

Low Indirectly related to 
the element being 

measured

Considerable 
ambiguity, 

subjectivity,  
and/or volatility

Required data 
sets would be 
challenging to 

collect

Weeks to 
years

SOURCE: Savitz, Matthews, and Weilant, 2017.
a Note that this criterion refers to the timeliness of receipt of the values of metrics, not timeliness of 
the effects of NLWs. We selected the values for high, medium, and low timeliness as follows. Values 
of metrics that are received within hours can inform short-term tactical decisions. Those that are 
available within days may affect larger operational activities. Those that take weeks or longer can 
inform future operations.
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and the process we used is both explicit and traceable, helping to make dis-
cussion of particular points more concrete.  

For illustrative purposes, here is an example. One of the outputs is 
“avoiding alienation of the population, host-nation forces, and the host gov-
ernment.” One of the metrics used to measure it is “host nation public opin-
ion on use of NLWs, measured by polls.” In the vignette in which there are 
demonstrators outside a base in Palau, this metric scores high for valid-
ity: It measures how well the host nation is perceiving NLWs, which is a 
close proxy for avoiding alienation. It scores medium for reliability: There is 
always some uncertainty in polling, which may be exacerbated by such fac-
tors as a small sample size and the way in which the poll is conducted (e.g., if 
some demographics are more represented than others in the sample). Poll-
ing takes considerable time and effort, so the metric scores low on both of 
those counts. The values associated with a metric can vary among vignettes, 
or a given metric may not be relevant at all in a different vignette. For exam-
ple, the same metric would be N/A in the context of the Arctic standoff, 
because there is no host nation in that vignette. 

In all, we made 5,980 qualitative assessments across 115 metrics, four 
rating types, and 13 vignettes. Appendix B provides each metric, the number 
of vignettes in which it was applicable, and the average value of its validity, 
reliability, feasibility, and timeliness across all of the vignettes for which it 
was applicable. 

Using the statistical analyses of the qualitative assessments, two key 
themes emerged. The first was that the metrics generally scored well across 
the vignettes in which they were applicable, with the exception that outcome 
metrics had more limited feasibility and timeliness, as might be expected, 
given the greater difficulty of measuring higher-level elements of the logic 
model. The second was that a large fraction of the metrics applied to only 
some of the vignettes, which underscores the need to tailor the selection of 
metrics to the particular context in which they are used. We discuss these 
findings next.  
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Metrics Generally Score Well, Except Outcome 
Feasibility and Timeliness
To transform the high, medium, and low values into quantitative ones that 
could be averaged, we set a high score equal to 10, a medium one equal to 
5, and a low one equal to 0. The average scores for activity, output, and out-
come metrics across all vignettes in which those metrics were applicable are 
shown in Figure 3.1. 

Clearly, metrics across all three categories scored relatively well in terms 
of validity. In other words, they generally did a good job of measuring the ele-
ment of the logic model that they were intended to measure. They did a little 
less well in terms of reliability, reflecting the fact that some measurements 
may be uncertain—for example, the percentage of a targeted population expe-
riencing NLW effects may not be clear. Feasibility and timeliness scores were 
high for activity and output metrics but substantially lower for outcome met-
rics. This reflects the difficulty of ascertaining the values of some of the out-
come metrics, as well as the long time lags before the full effects of NLW usage 
emerge at the outcome level. For example, public perceptions of NLW usage 
take time to emerge and require substantial resources to evaluate. Similarly, 

FIGURE 3.1

Average Scores for Activity, Output, and Outcome Metrics 
Across all Vignettes in Which They Were Applicable
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although NLW usage could contribute to enhanced morale due to reduced 
risk of lethal collateral damage, this might take years to become clear, then 
require copious data-gathering and analysis to corroborate. 

One key issue that was not captured in the above assessment is that the 
values of some of the metrics depend on repeated trials—for example, the 
percentages of cases in which NLWs enabled pre-emptive action, curtailed 
the other side’s options, or affected the other side’s behavior. These are 
useful if tactical situations are repeated but less relevant in the context of 
singular, unique events. 

However, Metrics Do Not Apply to All Vignettes
One significant caveat to our findings is that some elements of the logic model 
may be applicable to some vignettes but not others. Of the 5,980 assessments 
we made, 2,795 (47 percent) were judged to be not applicable (N/A) to a logic 
model element, which is not accounted for in the above analyses. For example, 
in vignette 7, involving demonstrators obstructing access to an air base in 
Palau, metrics related to the activity of incapacitating infrastructure or mate-
riel, the output of gathering intelligence from captured personnel and mate-
riel, or the outcome of avoiding rebuilding costs are irrelevant.

A detailed breakdown of how prevalent N/As were across vignettes and 
classes of logic model elements is shown in Table 3.7. In general, activity and 
output metrics were mostly applicable across the broad range of vignettes; 
only four of the 26 observations exceeded 40 percent, and only one exceeded 
50 percent. On the other hand, for five of the 13 vignettes, more than half of 
the outcome metrics were inapplicable. This reflects the specificity of many 
of the outcome elements: Those that relate to such subjects as demonstrating 
resolve in the context of competition, partner cooperation, and public percep-
tions only relate meaningfully to only some vignettes.

The data in Table 3.7 highlight the need to tailor the logic model to meet 
specific contexts, particularly with respect to outcomes. In evaluating NLW 
usage in a particular context, only a subset of the metrics the RAND team 
identified should be measured.
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Closing Remarks

In this chapter, we have described how the team identified metrics to evalu-
ate the impact of NLWs, by measuring elements of the logic model (activi-
ties, outputs, and outcomes) that relate to the tactical, operational, and stra-
tegic levels.  The evaluations of these metrics, which are further elucidated 
in Appendix B, reveal their overall utility and the relative merits of indi-
vidual metrics for different types of situations. Using these metrics and their 
characterization, JIFCO can work with the services to collect data to assess 
the values of specific metrics, which can then provide specific insights on 
the impact of NLWs at multiple levels. 

TABLE 3.7

Percentage of Inapplicable Metrics by Class of Logic Model 
Element and Vignette

Vignette
Activity 

(%)
Output  

(%)
Outcome 

(%)

1. JSTARS intercepted by PLANAF fighters 28 33 39

2. Motorized confrontation with Russian forces in 
Syria

27 24 49

3. Boats approach a destroyer in the Strait of 
Gibraltar

20 25 55

4. Ground threat around domestic HA/DR sites 18 25 58

5. Maritime threat around domestic HA/DR sites 10 14 76

6. Securing embassy in Bahrain 16 21 63

7. Demonstrators in Palau 27 47 27

8. Lasing in Palau 34 49 17

9. Maritime standoff in the South China Sea 29 20 51

10. Maritime standoff in the Arctic 33 36 32

11. Blockade enforcement near Venezuela 25 37 37

12. SOF hostage rescue in Somalia 51 27 22

13. EAB defense against UAVs in the Philippines 42 35 23

Percentage across all vignettes 29 31 39
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CHAPTER FOUR

Themes Identified in Interviews

Much of what we learned about NLWs was gained by interviewing technolo-
gists involved in their development, policy-related personnel who provide 
resources and govern their use, and the users who ultimately use NLWs in 
operations. In this chapter, we examine their perspectives directly, which 
complemented some of the insights that we garnered in the process of devel-
oping the logic model and metrics, then evaluating the metrics in the con-
text of vignettes. 

We will first describe our methodology and introduce the different the-
matic categories that we saw in our interviews. We will then explore four 
overarching observations that emerged from our analysis. The full interview 
protocol and codebook is available in Appendixes D and E, respectively.

Approach

Our interview analysis approach had three parts: recruitment, data-
gathering, and analysis.

Recruitment and Preparation
We recruited interviewees with the assistance of our project sponsor. We 
included personnel with three different perspectives:

1. Users: Individuals who were responsible for employing NLWs. We 
spoke primarily with commanders and staff officers who are respon-
sible for planning NLWs’ tactical usage and ensuring that they are 
employed correctly; some also had direct experience of employing 
NLWs themselves.
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2. Policy experts: Individuals who are responsible for developing 
NLW doctrine, TTPs for their use, training, and resourcing NLW 
programs.

3. Technologists: Individuals who develop the NLWs themselves.

We conducted 36 interviews of both individuals and groups, across 25 
distinct organizations. Eight of these 25 organizations included NLW users 
with operational experience across multiple domains and geographic areas. 
Twelve organizations were policy offices from across the services as well as 
JIFCO and OSD. Five were technology-centric organizations from various 
service, OSD, and contractor centers.

Data-Gathering
We used a semistructured interview approach that gave interviewees lati-
tude to discuss a wide range of NLW issues. We developed and refined a pro-
tocol internally and conducted interviews telephonically because of COVID 
travel restrictions. We conducted interviews with at least two researchers 
present; one led the conversation, and the other took detailed written notes 
that we then used for our analysis.

Data Analysis
Our interviews yielded a large volume of rich qualitative data. To systemi-
cally analyze it, we used a thematic analysis approach, enabled by Dedoose 
analytic software.1 This is an iterative process in which readers identify (or 
code) recurring patterns in the interview notes (or themes) and relation-
ships among them.2 The themes and subthemes were initially developed 

1  Dedoose, version 8.0.35, web application for managing, analyzing, and presenting 
qualitative and mixed method research data, Los Angeles: SocioCultural Research Con-
sultants, 2018.
2  For more on the practice of thematic analysis in the social sciences, see Greg Guest, 
Kathleen M. MacQueen, and Emily E. Namey, Applied Thematic Analysis, Thousand 
Oaks, Calif.: Sage Publications, 2011; and Eli Lieber, “Mixing Qualitative and Quantita-
tive Methods: Insights into Design and Analysis Issues,” Journal of Ethnographic and 
Qualitative Research, Vol. 3, No. 4, 2009, pp. 218–227.
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deductively, based on the overall research aims, reviewing literature, and 
initial notes and impressions after stakeholder interviews. They were then 
refined through inductive reading and re-reading of an initial random 
sample of interview notes, followed by refinements as the coders read the 
entire body of interview notes. The result is a set of themes and subthemes 
that balances the nuances in the data with a model from which more gener-
alizable observations can be characterized. The hierarchy of codes allows us 
to explore the data at different levels of abstraction (see Table 4.1).

Once the themes and subthemes were identified, coders read all inter-
view notes and highlighted statements (or excerpts) that reflected the rel-

TABLE 4.1

NLW Interview Themes

Theme
Subtheme 

(if applicable) Definition

Challenges Cultural Challenges or potentially negative issues related 
to organizational or societal norms that affect 
how NLWs are used when it is technically 
and operationally possible within policy (e.g., 
commander does not think to use an NLW capability 
when it is possible)

Operational Challenges or potentially negative issues that relate 
to how NLWs are used (i.e., the TTPs used by NLW 
operators) in accordance with established policies 
and technical capabilities

Policy Challenges or potentially negative issues that relate 
to regulations, policies, or laws governing when or 
how NLWs should or should not be used (excludes 
challenges regarding how NLWs are used in 
practice, which is covered in operational challenges)

Resources Challenges or potentially negative issues to broader 
NLW usage related to availability of resources to 
develop, field, or train on NLWs

Technical Challenges or potentially negative issues to using 
NLWs related to physical characteristics (such as 
form factor) or effect characteristics (such as range)

Other Any challenge not defined by any others in this list 
of themes

Evaluation Excerpt related to metrics evaluating the utility of 
an NLW
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evant themes. Interviews were read by one of two coders. Both coders were 
trained and tested to ensure that they followed a consistent definition of 
each code. A test of sample codes was developed in Dedoose; the Pooled 
Cohen’s Kappa (a value representing the level of agreement between coders) 
was calculated to be 0.69, indicating good agreement.3 We also assigned a 
perspective to each interviewee. This enabled us to characterize different 
themes based on user, technologist, and policy perspectives. 

Emergent Insights from Interview Analysis

The themes and insights that emerged from our interview efforts high-
lighted numerous challenges to greater NLW adoption; 56 percent of all 

3  Matthew B. Miles and Michael A. Huberman, Qualitative Data Analysis: An 
Expanded Sourcebook, 2nd ed., Thousand Oaks, Calif.: Sage Publications, 1994.

Theme
Subtheme 

(if applicable) Definition

IFC definition Excerpt provides a characterization of what 
capabilities should be considered IFCs. For 
example, a discussion on whether or not cyber tools 
count as IFCs. Excludes discussions on cultural 
place of IFCs within an organization.

Opportunities Excerpt identifies an advantage or opportunity to 
use an NLW in an operational setting (excludes 
discussions on opportunities to advance the 
business case for NLWs within an organization)

Scenario 
described

Non-great-power 
conflict

Use case describes traditional crowd control or 
entry control point use during counterinsurgency, 
counterterrorism, peacekeeping/peace 
enforcement, and support to civil authority settings.

Great-power 
conflict

Use case is related to great-power conflict: It 
includes usage during conventional deterrence, 
competition phase activities against a peer 
adversary, or use in offensive or defensive missions 
against a peer adversary.

SOURCE: RAND analysis of interview notes.

Table 4.1—Continued
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interview excerpts coded were related to one or more NLW challenges, 
despite the interview protocol devoting only two of its ten questions to the 
topic. Other issues were discussed at times, but not nearly to the degree 
that challenges were considered. When describing challenges, interviewees 
articulated issues that defy simple characterizations. Interviewees described 
various issues that intertwined and interacted with each other. Figure 4.1 
summarizes the frequency of each.

The following key themes emerged from our analysis:

• Cultural and resource issues are the greatest challenges to NLW adop-
tion. Cultural issues primarily related to a reticence to embrace NLWs 
even when doctrine and policy allowed for their use. This reticence 
often related to potential users having little confidence in NLWs work-
ing as intended, not seeing them as useful compared with more-lethal 
capabilities, or not fully understanding the effects of NLWs. In terms 
of resource challenges, interviewees highlighted that a lack of NLW 
availability and competing training demands often forced them to de-
emphasize NLWs even when they might have been useful. 

FIGURE 4.1
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• NLWs are often perceived as burdensome to the point that they are not 
carried into operational engagements due to logistical concerns and 
constraints.

• Challenges interact and reinforce each other. An example of this is that 
commands with little familiarity with NLWs tend to discount their 
utility, so they limit the extent of NLW training and usage, which rein-
forces that unfamiliarity.

• Opportunities for additional NLW usage are not widely recognized. 
For example, interviewees generally had little to say about the potential 
applicability of NLWs in strategic or great-power competition beyond 
limited perception of NLW usage in gray-zone situations. 

We further discuss these themes next. 

Cultural and Resource Issues Are the Greatest 
Challenges to NLW Adoption
Cultural issues related to a reticence to embrace NLWs even when doctrine 
and policy allow their use was the most common challenge cited. Some inter-
viewees appear to have little confidence that NLWs will work as intended, or 
did not see them as useful compared with more-lethal weapons. More deeply 
though, all groups implied that they did not fully understand NLWs’ physi-
cal effects; many stated that they were worried about using them in a way 
that would invite subsequent punishment (e.g., concerns about the intensity 
or permanence of ADS effects, and the fear of being punished for using it 
were mentioned often). This suggests that DoD is struggling to make sense 
of NLW effects and how to leverage them even in situations in which DoD 
has had significant experience using them, such as crowd-control situations.

Resource challenges were also mentioned frequently by technologists 
and users. Users highlighted a lack of NLW availability and competing 
training demands that often forced them to de-emphasize NLWs even when 
they might have been useful. Technologists mentioned wanting more mate-
rial resources to develop and institutionalize NLWs. 

Other challenges were mentioned, but with less frequency. Some com-
mented on technical limitations of NLWs, noting that they do not provide 
truly unique effects. One interviewee stated, 
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If [NLWs] can produce something that is incredibly effective or does 
something new, it may be a gamechanger. Otherwise, it won’t really 
work for us at the moment because it doesn’t seem that there [is] any 
itch needing to be scratched.

Surprisingly, there was little discussion about policy challenges of greater 
NLW adoption. Some interviewees expressed concerns about inconsistent 
NLW use policy across parts of DoD, but these perspectives were from per-
sonnel who use them in law enforcement roles.  

But if I’m at a base where I carry a taser but not pepper spray, and taser 
has manufacturer-specific training, I may go to a different base and 
have a different set of systems and training.

This last point speaks to the desirability of standardizing NLW policies, 
CONOPS, TTPs, and training when possible.  

NLWs Are Often Viewed Negatively, Within DoD and Beyond
Part of the cultural issue reflects a stigma associated with NLWs, even 
among DoD personnel, that was found based on both interviews and the 
literature review. Perceptions of NLWs among the general public are also 
often negative, reinforced by news media sometimes sensationalizing their 
effects, regardless of demonstrations of their absolute and relative safety.4 As 
one interviewee stated:

There is a psychological barrier to overcome here—somehow it is more 
acceptable to kill [or] injure people than to annoy them.

In addition, all of the services focus heavily on the use of lethal force; this 
was recently reinforced by the 2018 National Defense Strategy’s stated goal 
of enhancing lethality.5 In this context, the concept of non-lethal weapons 
has reduced traction, which was one of the motivating factors behind that 

4  See, for example, Michael D. Shear, “Border Officials Weighed Deploying Migrant 
‘Heat Ray’ Ahead of Midterms,” New York Times, August 26, 2020. For information on 
the safety record of the ADS described in that document, see LeVine, 2009.  
5  Mattis, 2018.
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phrase being replaced with intermediate force capabilities in 2020: They pro-
vide additional options along a continuum.6 

NLWs Are Often Perceived as Burdensome
Users often viewed NLWs, given their current dimensions, as forcing them 
to make a binary choice between carrying or mounting them and having 
lethal weapons available in their place. One interviewee spoke about choos-
ing to carry NLWs as a form of risk:

If I’m commanding a small ship . . . the previous version of the laser 
dazzler went from something handheld to something needing a tripod. 
So they were putting it on boats with two .50 caliber gun mounts and 
saying, “You can either have a gun or this laser.” I personally wouldn’t 
pick the laser. Options are important to control escalation, but if it’s an 
either/or choice, I’ll default to defending my ship.

Another interviewee stated a similar sentiment more bluntly:

It is always problematic when you are trying to shove ten pounds of 
[expletive] into a five pound bag. Form factor and weight are criti-
cal and carrying ten pounds of NLWs equates to leaving 10 pounds 
of [operational load] (i.e., ammunition) or just carrying more, that is 
the cultural problem you are going to run into. The further you move 
from a wide-area security mission to a mission with the potential for 
lethality, the more likely you are to see dumping of that gear, at large 
form factors.

These considerations, and the fact that many situations might call for 
either NLWs or the use of lethal force, speak to the desirability of design-
ing NLWs to minimize space, weight, and power requirements, even at 
the expense of other attributes, such as range. Systems need to be compact 
enough to avoid being put aside at some point along the logistical chain. 

6  Wendell B. Leimbach, Jr., “DoD Intermediate Force Capabilities: Bringing the Fight 
to the Gray Zone,” Joint Intermediate Force Capabilities Office, U.S. Department of 
Defense, Non-Lethal Weapons Program, March 2020, Distribution A: Approved for 
Public Release. 
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Challenges Interact and Reinforce Each Other 
Interestingly, interviewees often discussed how challenges reinforce each 
other. Resource limits prevent them from getting more familiarity with 
NLWs, which keep them from identifying policy gaps. Lack of widely 
understood TTPs in some communities discourage commanders and their 
staffs from seeking out NLW resources. One user who was exposed to NLWs 
during a deployment articulated one dimension of this problem: 

Because we’re not training with it, and you only get exposed to it in 
country [or] right before you arrive, or there wasn’t a repair plan and 
equipment was faulty, so you ended up not using it. Weren’t coming up 
with novel ways to use it. Not just [NLWs], got a lot of equipment over 
that time that you weren’t trained in using, so didn’t really know how 
to use it so it got left in the depot. You need to build it into the training 
if you are going to utilize the equipment.

When asked about why his unit did not use NLWs even though they were 
available, one interviewee responded bluntly: 

[It was] a conscious choice by commanders to not bother. NLWs are 
just not worth it to them. The only current gap [worth mentioning] is 
the laser dazzler. [We] need a more effective dazzler that can operate 
in daylight.

These responses suggest that a lack of familiarity with NLWs ultimately 
creates a cultural barrier to their use; operators are not acquainted with 
them and are not trained on any form of employment, so they discount 
their utility, which reinforces the lack of familiarity. This point reinforces 
the need for (1) training and familiarization prior to deployment and (2) 
integration into standard TTPs. 

Opportunities for Additional NLW Usage Are Not Widely 
Recognized
Interviewees, particularly users, could clearly articulate NLW uses from 
prior operational experiences in the context of crowd control, vehicle check-
points, law enforcement, and fixed-site security. However, interviewees did 



How to Effectively Assess the Impact of Non-Lethal Weapons as IFCs

44

not perceive clear NLW use cases in great-power competition, beyond gen-
erally mentioning that they might be relevant in gray-zone scenarios. Even 
interviewer prompts did not motivate further responses regarding how they 
could be used. Moreover, interviewer inquiries about whether NLWs could 
be used to complement lethal force when an attacker was already using 
lethal force were sharply dismissed, on the grounds that lethal force was the 
only appropriate response to lethal force. 

The fact that NLWs were not widely perceived as having potential roles 
beyond the traditional ones, such as law enforcement and crowd control, 
suggests that there is a need to articulate and demonstrate these possibilities 
more widely in doctrine, policy, plans, wargames, exercises, and training. 

Concluding Remarks

In this chapter, we have described key insights gleaned from the interviews, 
in addition to those that directly contributed to the development of the logic 
model and metrics. A lack of confidence in and understanding of NLWs, 
coupled with perceptions of them as somehow more damaging than lethal 
weapons, also have implications for the logic model and associated metrics. 
When JIFCO and other NLW stakeholders are engaging with other parts of 
DoD and the wider public, they can use the logic model to clearly articulate 
the activities that NLWs perform. To the degree that the effects of these 
weapons are clarified and made concrete, they are less likely to be perceived 
as vaguely sinister. Accurate perceptions by service members, in turn, can 
contribute to greater resource allocation so that adequate training, logistics, 
and maintenance support are provided to ensure that these systems can be 
used effectively when needed. Emphasizing the fact that these systems con-
tribute to strategic goals enumerated in the National Defense Strategy can 
also crystallize understanding of how they relate to wider military aims. 

The fact that these systems are often perceived as burdensome under-
scores the value of collecting data on the degree to which they actually 
impinge on lethal capabilities. By assessing the values of metrics related 
to the output of tactical resource costs—for example, cost differentials 
between NLWs and lethal systems, capacity reductions for lethal systems, 
NLWs’ logistical burdens, and NLWs’ support requirements—JIFCO and 
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other stakeholders can ascertain the extent to which these perceptions are 
well-founded in different contexts and find ways in which to address short-
falls. Metrics related to the output of reducing adversary options and impos-
ing costs may also be useful in this context; they help indicate the extent to 
which whatever perceived burdens NLWs do impose are offset by the bur-
dens they impose on adversaries. 
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CHAPTER FIVE

Conclusions and Recommendations

This report has described how the impact of NLWs can be measured more 
effectively. Much of this analysis was structured around the development 
of a logic model that linked the NLWs and their context with the activities 
that they perform, the direct outputs of those activities, higher-level out-
comes, and DoD-wide strategic goals. Drawing on that structure, the team 
identified a series of metrics that could be used to measure the elements of 
that logic model. Furthermore, the study team characterized those metrics 
in terms of how well they measured each element in the context of varied 
vignettes and how consistently, easily, and quickly those measurements 
were made. This lays the groundwork for data collection to assess the values 
of those metrics in ways that enable evaluation of the tactical, operational, 
and strategic impact of NLWs.  

Conclusions

Results from the Logic Model and Evaluated Metrics
All seven of the activities in the logic model ultimately have strong connec-
tions to the strategic goals, as do nine of the 13 outputs and five of the nine 
outcomes. These elements (highlighted within bold blue boxes in Figure 2.3) 
and their associated metrics can be used to make the strongest case for the 
strategic impact of NLWs at a DoD-wide level. 

Second, when we examined the metrics developed for the elements in 
each level of the logic model, a few patterns emerged. Activity metrics pri-
marily relate to which people or systems are affected by NLW usage and how 
well they respond to NLWs. Output metrics, by contrast, generally relate to 
providing the user with more time and options, curtailing the adversary’s 
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options, and reducing tactical risks. Finally, outcome metrics most often 
relate to reducing strategic and operational risks, influencing perceptions, 
maintaining morale, and reducing costs.

When applying the logic model and metrics to the vignettes, our analysis 
also revealed which NLWs were generally the most applicable to the range 
of contexts encompassed by our vignettes. We found that the IFCs that were 
particularly versatile were acoustic systems and laser dazzlers used to hail, 
deceive, distract, disorient, or confuse and the ADS used to provide focused, 
discriminating effects that can tactically deter, deny access, or cause indi-
viduals to depart.

Combining this information could help JIFCO and other stakehold-
ers structure discussions of how NLWs affect DoD’s ability to achieve its 
tactical, operational, and strategic aims. For example, the direct tactical 
impact of NLW usage in a gray-zone encounter may be to affect another 
party’s mobility: A ship’s pilot, subjected to intense glare from a laser daz-
zler, chooses to divert the ship’s course away from the confrontation. The 
operational impact is that the United States has demonstrated resolve while 
managing escalation. Meanwhile, the strategic impacts include helping to 
compete below the level of armed conflict and proactively expanding the 
competitive space. 

Themes Identified in Interviews
Much of what we learned about NLWs was gained by interviewing 36 groups 
of experts and stakeholders across 25 organizations spanning three broad 
categories: technologists involved in NLW development, policy-related per-
sonnel who provide resources and govern NLW usage, and operators who 
ultimately employ NLWs. Four key themes emerged from our analysis:

1. Cultural and resource issues are the greatest challenges to NLW 
adoption. Cultural issues primarily related to a reticence to embrace 
NLWs even when doctrine and policy allowed their use. This reti-
cence often related to potential users having little confidence in 
NLWs working as intended, not seeing them as useful compared 
with more-lethal capabilities, or not fully understanding the effects 
of NLWs. In terms of resource challenges, interviewees highlighted 
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that a lack of NLW availability and competing training demands 
often forced them to de-emphasize NLWs even when they might 
have been useful. 

2. NLWs are often perceived as burdensome to the point that they are 
not carried into operational engagements due to logistical concerns 
and constraints.

3. Challenges interact and reinforce each other. An example of this is 
that commands with little familiarity with NLWs tend to discount 
their utility, so they limit the extent of NLW training and usage, 
which reinforces that unfamiliarity.

4. Opportunities for additional NLW usage are not widely recog-
nized. For example, interviewees generally had little to say about the 
potential applicability of NLWs in strategic or great-power competi-
tion, beyond limited perception of NLW usage in gray-zone situations. 

Recommendations

Leveraging the results of our analysis using the logic model, metrics, and 
series of vignettes, we recommend that JIFCO take a couple of natural next 
steps.

1. Present and discuss the logic model in various forums, includ-
ing with senior leaders, to convey how NLWs contribute to DoD 
strategic goals. The logic model provides concrete descriptions 
of activities and relationships that have often been superficially 
or incompletely understood. As DoD continues to shift its focus 
toward competition with China and Russia, the logic model and 
exploratory vignettes make it clear how NLWs can contribute to that 
competition, including by explicitly linking NLWs to strategic goals 
from the National Defense Strategy, helping to counter some of the 
misperceptions and misunderstandings about NLWs that interviews 
revealed.  

2. Work with the services to collect data that can be used to evaluate 
the impact of NLWs by providing values for the metrics. (Despite 
multiple searches, we were unable to unearth existing data sets that 
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provided the information that was needed.) The values of these met-
rics can be measured in real-world operations and potentially also 
in live exercises or wargames. Metrics that relate to outputs and out-
comes that have strong links to strategic goals, are relevant to a range 
of vignettes, and are easy to measure should be prioritized. These 
metrics and their associated outputs and outcomes are shown in 
Table 5.1. The tables in Appendix B can reveal additional metrics that 
are relevant and easy to collect, among other attributes. Sets of metrics 
can also be tailored to reflect the types of tactical situations in which 
NLWs will be used. For example, the set of metrics to evaluate NLWs’ 
impact in maritime standoffs with great powers will differ from the 
set used to evaluate NLWs’ impact in dispersing a crowd of hostile 
individuals, or the sets used in other scenarios. Once the metrics have 
been selected for a particular context, their values can be measured in 
real-world operations, live exercises, and wargames. 

Exploration of the 13 vignettes also demonstrated the utility of NLWs 
across a range of scenarios, beyond the uses in law enforcement and crowd-
control to which they have often been relegated. For example, NLWs can 
play a role in pushing back during gray-zone confrontations with China 
or Russia, without risking dangerous levels of escalation due to the use of 
lethal force. However, the study also revealed a host of issues that inhibit the 
use of NLWs. Many of these relate to perceptions of NLWs as burdensome, 
lack of awareness regarding their prospective utility, lack of adequate unit-
level training and integration into TTPs, and misunderstood or ambiguous 
policies. Negative perceptions of NLWs by different populations, includ-
ing views that NLWs were more harmful than lethal weapons, also were 
cited by numerous experts. To overcome these factors, there are four main 
approaches that JIFCO should undertake: 

1. Work with the services to ensure that policies and CONOPS are 
consistent and clearly understood. 

2. Collaborate with the Joint Chiefs of Staff (JCS) J7 on joint train-
ing standardization regarding NLWs, to ensure that services pro-
vide thorough unit training with NLWs and that NLWs are tightly 
integrated into units’ TTPs. Although the services direct their own 
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TABLE 5.1

Examples of Elements of the Logic Model and Associated 
Metrics

Outputs 

Element of Logic Model Metric

Effectively responded 
to situations despite 
constraints

Percentage of tactical encounters in which use of NLWs was 
permissible, but lethal force was not

Whether NLWs are allowed by ROE (binary yes/no 
distinction)

Reduced risk of U.S., 
partner personnel 
casualties 

Percentage of tactical encounters with U.S. and/or partner 
casualties when NLWs were used relative to those when they 
were not

Time required to switch from non-lethal to lethal capability if 
EoF is necessary

Element of Logic Model Metric

Reduced adversary 
options and imposed 
costs

Change (absolute or percentage) in number of distinct 
options available to an adversary due to use of NLWs

Percentage of encounters in which number of adversary 
options is reduced due to use of NLWs

Percentage of encounters in which adversary experiences 
additional costs due to use of NLWs

Increased options for 
engaging targets

Change (absolute or percentage) in number of distinct 
options available due to use of NLWs

Percentage of encounters in which number of options is 
increased due to use of NLWs

Outcomes

Element of Logic Model Metric

Competed effectively 
and demonstrated 
resolve while 
managing escalation in 
peacetime, gray-zone, 
and hybrid contexts

Percentage of incidents using NLWs that resulted in 
unwanted escalation divided by percentage of incidents not 
using NLWs that resulted in unwanted escalation

Percentage of particular peacetime, gray-zone, and hybrid 
incidents in which NLWs were used

Percentage of incidents in which NLWs were used and 
commanders perceived them as contributing effectively
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Table 5.1—Continued

Outcomes

Element of Logic Model Metric

Avoided alienation of 
population, host-nation 
forces, and host 
government

Frequency and scale of protests and riots against U.S. 
presence, actions

Frequency and scale of protests and riots related to events 
involving U.S. use of NLWs

Frequency and scale of protests and riots against U.S. use 
of NLWs

Degree of military cooperation/permissiveness (high, 
medium, low), as assessed by U.S. personnel

Host nation forces’ perception of U.S. use of NLWs, as 
assessed by U.S. personnel engaged with them

Host government’s perception of U.S. use of NLWs, as 
assessed by U.S. personnel engaged with them

Frequency of negative public statements by government 
figures about U.S. use of NLWs

Element of Logic Model Metric

Enhanced perceptions 
of U.S. forces (in 
United States and 
internationally)

Frequency and scale of protests and riots internationally 
against U.S. presence, actions in third country

Frequency and scale of protests and riots in United States 
against U.S. presence, actions in another country

Frequency and scale of U.S. protests and riots related to 
NLW use within the U.S. or along the border

Increased partner 
cooperation

Degree of military cooperation/permissiveness (high, 
medium, low), as assessed by U.S. personnel

Number of joint exercises, patrols, or other activities 
between U.S. and partner nation forces
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training, and JIFCO lacks authority in this area, the JCS J7 can help 
shape NLW training standards across DoD. JIFCO can also work 
directly with the services or particular units, given its interest in 
doing so, to ensure that units are adequately trained for NLW usage. 

3. Shape perceptions within the military via explanations using the 
logic model, including exploration of vignettes, demonstrations 
both in live exercises and wargames, and the use of data sets to mea-
sure NLWs’ impact, once those become available.

4. Future NLWs should be designed from the outset to minimize the 
aspects of them that contribute most to perceived and actual bur-
dens. JIFCO should support the development of NLWs, as part of the 
Joint Capability Integration and Development System and Defense 
Acquisition System, to minimize the attributes that contribute most 
to perceived and actual burdens. Designing NLWs with a focus 
on ease of use, low maintenance, and reduced space, weight, and 
power requirements can make them more attractive to future users. 
Naturally, because design always involves a series of trade-offs, this 
might mean that those systems’ capabilities are diminished in other 
respects, such as range. However, emphasizing certain features over 
others could make it more likely that these systems might be used 
on a larger scale. The study’s finding that acoustic systems, an ADS, 
and laser dazzlers are particularly versatile can contribute to these 
systems being used in an array of contexts that might not previously 
have been fully realized. The fact that the ability of some NLWs to 
disable vehicles, vessels, or unmanned aircraft can be decisive in 
select contexts can also inform future usage. 

Closing Remarks

This report describes how the tactical, operational, and strategic impact of 
NLWs can be characterized using a logic model and a set of associated met-
rics. This clarifies how these NLWs relate to DoD strategic goals, and, in 
tandem with observations from interviews about how NLWs are perceived, 
it facilitates better communication within DoD regarding how these systems 
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can be better integrated into operations. The identification and character-
ization of the metrics also lay the groundwork for data collection that can 
be used to further evaluate the impact of NLWs at multiple levels, which in 
turn can shape their usage in ways that enhance their contributions to DoD 
effectiveness. 
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APPENDIX A

Relationships Among Elements of 
the Logic Model

As discussed in Chapter Two, we characterized the strength of the relation-
ships among elements of the logic model according to the following three-
point scale:

• 2—strong, unequivocal connection
• 1—limited, indirect, or conditional connection
• 0—no connection.

We analyzed the strengths of relationships between each activity and 
each output, between each output and each outcome, and between each 
output and each strategic goal. This qualitative analysis is inherently some-
what subjective—a different group of analysts might have made select 
assessments differently—but it provides traceability and a basis for con-
crete discussion. Tables A.1 through A.3 show the relationships identified 
between elements in adjacent levels of the logic model, which are also por-
trayed graphically in Figures 2.3 and 2.4. The 0, 1, or 2 in each cell indicates 
the strength of the connection between the column and row headings for 
that cell. 
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In Table A.1, outputs are indicated by a letter, as follows:

Outputs

A. effectively responded to situations despite constraints
B. enabled pre-emptive action without appearing to be aggressor
C. increased options for engaging targets
D. reduced risk of exceeding ROE or Laws of War
E. reduced adversary options and imposed costs
F. gained time before deciding to take lethal action
G. enabled lower-signature clandestine operations
H. reduced risk of U.S., partner personnel casualties
I. minimized collateral damage and fratricide
J. reduced risk to U.S. systems or facilities
K. gathered intelligence from captured personnel and materiel
L. conserved and augmented lethal capabilities
M. reduced U.S. tactical costs (broadly defined)
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TABLE A.1

Strength of Relationships Between Activities and Outputs

Activity

Output

A B C D E F G H I J K L M

Hail to clarify, 
demarcate, warn

1 2 1 2 0 2 0 1 1 1 0 0 1

Reveal other 
parties’ intent

2 1 2 2 1 1 0 1 2 1 1 0 1

Deceive, 
distract, 
disorient, or 
confuse 

2 2 2 2 0 2 1 2 1 2 0 2 1

Affect 
mobility: Slow, 
impede, halt, 
prevent from 
approaching or 
leaving, redirect, 
disperse, impel 
departure 

2 2 2 2 2 2 1 2 2 2 1 2 1

Compel/ 
tactically deter: 
Convince others 
to take or not 
take specific 
actions

2 2 2 2 2 2 1 2 2 2 0 1 1
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Table A.1—Continued

Activity

Output

A B C D E F G H I J K L M

Temporarily 
incapacitate 
personnel

2 2 2 2 2 2 2 2 2 2 2 2 1

Incapacitate 
infrastructure 
materiel

2 2 2 2 2 2 2 2 2 2 2 2 1
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In Table A.2, outcomes are indicated by a letter, as follows:

Outcomes

A. competed effectively and demonstrated resolve while managing 
escalation in peacetime, gray-zone, and hybrid contexts

B. conducted operations in environments that were otherwise too dan-
gerous due to collateral damage, fratricide, or escalation risks

C. avoided alienation of population, host-nation forces, and host gov-
ernment

D. enhanced perceptions of U.S. forces (in the United States and inter-
nationally)

E. increased partner cooperation
F. reused captured infrastructure and materiel
G. avoided rebuilding costs
H. set standards for partner nations
I. reduced negative effects on morale from collateral damage or sub-

stantially harming individuals without lethal intent
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TABLE A.2

Strength of Relationships Between Outputs and Outcomes

Output

Outcome

A B C D E F G H I

Effectively 
responded 
to situations 
despite 
constraints

2 2 2 1 0 0 0 1 1

Enabled pre- 
emptive 
action 
without 
appearing to 
be aggressor

2 0 2 2 1 0 0 1 0

Increased 
options for 
engaging 
targets

2 1 1 1 0 1 1 0 1

Reduced risk 
of exceeding 
ROE or Laws 
of War

2 1 2 2 1 0 0 2 2
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Table A.2—Continued

Output

Outcome

A B C D E F G H I

Reduced 
adversary 
options and 
imposed 
costs

2 0 0 0 0 0 0 0 1

Gained 
time before 
deciding to 
take lethal 
action

2 1 1 1 0 0 0 1 1

Enabled 
lower- 
signature 
clandestine 
operations

2 2 0 1 0 0 0 0 0

Reduced 
risk of U.S., 
partner 
personnel 
casualties 

1 2 2 1 2 0 0 0 2

Minimized 
collateral 
damage and 
fratricide

1 2 2 2 1 2 2 2 2
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Output

Outcome

A B C D E F G H I

Reduced 
risk to U.S. 
systems or 
facilities 

1 0 0 0 0 0 0 0 1

Gathered 
intelligence 
from 
captured 
personnel 
and/or 
materiel

1 0 0 0 0 0 0 0 0

Conserved 
and 
augmented 
lethal 
capabilities

1 0 0 0 0 0 0 1 0

Reduced 
U.S. tactical 
costs 
(broadly 
defined)

1 0 0 0 0 0 0 0 0

Table A.2—Continued
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TABLE A.3

Strength of Relationships Between Outcomes and Strategic 
Goals

Strategic Goals

Outcomes

Improve DoD’s 
Competitive 
Advantage 

over 
Adversaries

Strengthen 
Alliances and 
Partnerships

Proactively 
Expand the 
Competitive 

Space

Improve DoD’s 
Ability to 

Compete Below 
Level of Armed 

Conflict

Competed 
effectively and 
demonstrated 
resolve while 
managing 
escalation in 
peacetime, 
gray-zone, and 
hybrid contexts

2 2 2 2

Conducted 
operations in 
environments that 
were otherwise too 
dangerous due to 
collateral damage, 
fratricide, or 
escalation risks

2 2 2 2

Avoided alienation 
of population, 
host-nation 
forces, and host 
government

2 1 1 2

Enhanced 
perceptions of 
U.S. forces (in 
United States and 
internationally)

2 2 2 2

Increased partner 
cooperation

2 2 2 2

Reused captured 
infrastructure and 
materiel

0 0 0 0

Avoided rebuilding 
costs

0 0 0 0
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Strategic Goals

Outcomes

Improve DoD’s 
Competitive 
Advantage 

over 
Adversaries

Strengthen 
Alliances and 
Partnerships

Proactively 
Expand the 
Competitive 

Space

Improve DoD’s 
Ability to 

Compete Below 
Level of Armed 

Conflict

Set standards for 
partner nations

0 1 0 0

Reduced negative 
effects on morale 
from collateral 
damage or 
substantially 
harming individuals 
without lethal intent

0 0 0 1

Table A.3—Continued
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APPENDIX B

Metrics and Evaluations

In this appendix, we list the metrics associated with each of the elements of 
the logic model, the number of vignettes to which each metric was appli-
cable, and the average rating for each metric in the context of the vignettes. 
The averages were calculated such that each high rating was given a value of 
10, each medium rating was given a value of 5, and each low rating was given 
a value of 0. Instances where the metric was not applicable were not included 
in the calculation of the averages.  

In reviewing these metrics, the reader should view each of them holisti-
cally, as many data points are relevant in considering the relative merits of 
different metrics. For example, a metric that is applicable to a wide range of 
vignettes may have its average score dragged down by one or two of them; 
this does not necessarily indicate that it is less useful than a less widely 
applicable metric that scores better. Although validity is the most important 
criterion, the others are also important—for example, garnering the value 
of a metric with low feasibility may not be possible if the resources to do so 
are limited. Also, the reader should not be surprised that many values gravi-
tated toward the extremes of the scale, either zero or ten: This is a three-
point scale with two of those points at the extremes, and there was often a 
degree of consistency of scores among the applicable vignettes, despite sub-
stantial differences among the vignettes themselves.  
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TABLE B.1

Activity Metrics

Activity Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Hail to clarify, 
demarcate, and 
warn

Percentage of targeted 
population receiving 
communication

11 10.0 5.5 10.0 10.0

Percentage of 
encounters in 
which non-targeted 
populations receive 
communication

4 0.0 3.8 7.5 7.5

Percentage of targeted 
population responding 
as desired to receipt of 
communication

11 10.0 10.0 10.0 10.0

Percentage of targeted 
population responding 
in undesired ways to 
communication

11 10.0 10.0 10.0 10.0

Timeline between NLW 
use and response

11 9.5 10.0 10.0 10.0
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Table B.1—Continued

Activity Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Reveal other 
parties’ intent

Percentage of 
targeted population 
experiencing NLW 
effects intended to 
reveal intent

5 9.0 5.0 9.0 10.0

Percentage of 
encounters in 
which non-targeted 
populations are 
subjected to NLW 
effects

2 2.5 5.0 10.0 10.0

Percentage of targeted 
population that 
responds in ways that 
reveal intent

5 10.0 9.0 10.0 10.0

Percentage of targeted 
population that 
responds in ways that 
inaccurately suggest 
hostile intent (false 
positives)

5 10.0 5.0 10.0 9.0
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Table B.1—Continued

Activity Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Reveal other 
parties’ intent 
(continued)

Percentage of targeted 
population that 
responds in ways that 
inaccurately suggest 
benign intent (false 
negatives)

4 10.0 6.3 10.0 8.8

Timeline between NLW 
use and revelation of 
intent

5 10.0 10.0 10.0 10.0

Deceive, distract, 
disorient, or 
confuse 

Percentage of 
targeted population 
experiencing NLW 
effects that are 
deceived, distracted, 
disoriented, or 
confused

8 10.0 5.6 10.0 10.0

Percentage of 
encounters in 
which non-targeted 
populations are 
subjected to NLW 
effects

4 3.8 5.0 10.0 10.0
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Table B.1—Continued

Activity Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Deceive, distract, 
disorient, 
or confuse 
(continued)

Percentage of targeted 
population that 
responds in desired 
ways

8 10.0 8.8 10.0 10.0

Percentage of targeted 
population that 
responds in undesired 
ways

8 10.0 8.8 10.0 10.0

Timeline between NLW 
use and response

8 10.0 10.0 10.0 10.0

Affect mobility: 
Slow, impede, 
halt, prevent from 
approaching or 
leaving, redirect, 
disperse, impel 
departure 

Percentage of 
targeted population 
experiencing effects 
that restrict mobility

11 10.0 6.4 9.5 10.0

Percentage of 
encounters in 
which non-targeted 
populations are 
subjected to NLW 
effects

4 5.0 5.0 8.8 8.8
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Table B.1—Continued

Activity Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Affect mobility: 
Slow, impede, . . . 
(continued)

Percentage of targeted 
population that 
responds in desired 
ways

11 10.0 9.1 10.0 10.0

Percentage of targeted 
population that 
responds in undesired 
ways

11 10.0 9.1 10.0 10.0

Timeline between NLW 
use and response

11 10.0 10.0 10.0 10.0

Compel/tactically 
deter: Convince 
others to take or 
not take specific 
actions

Percentage of 
targeted population 
experiencing effects 
of NLW

8 10.0 5.6 10.0 10.0

Percentage of 
encounters in 
which non-targeted 
populations are 
subjected to NLW 
effects

2 2.5 5.0 10.0 10.0
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Table B.1—Continued

Activity Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Compel/tactically 
deter: . . . 
(continued)

Percentage of targeted 
population that 
responds in desired 
ways

8 10.0 9.4 10.0 10.0

Percentage of targeted 
population that 
responds in undesired 
ways

8 10.0 9.4 10.0 10.0

Timeline between NLW 
use and response

8 10.0 10.0 10.0 10.0

   

Temporarily 
incapacitate 
personnel

Percentage of 
targeted population 
incapacitated by NLW

4 10.0 5.0 10.0 10.0

Percentage of 
encounters in 
which non-targeted 
population is 
incapacitated by NLW

2 7.5 5.0 10.0 10.0

Timeline between NLW 
use and incapacitation

4 10.0 10.0 10.0 10.0
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Table B.1—Continued

Activity Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Temporarily 
incapacitate 
personnel 
(continued)

Duration of 
incapacitation

4 10.0 8.8 10.0 10.0

   

Incapacitate 
infrastructure/
materiel

Percentage of targeted 
infrastructure/materiel 
incapacitated by NLW

4 10.0 7.5 10.0 10.0

Percentage of 
encounters in 
which non-targeted 
infrastructure 
or materiel is 
incapacitated by NLW

2 7.5 7.5 10.0 10.0

Timeline between NLW 
use and incapacitation

4 10.0 10.0 10.0 10.0
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TABLE B.2

Output Metrics

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Effectively 
responded to 
situations despite 
constraints

Percentage of tactical 
encounters in which use of 
NLWs was permissible, but 
lethal force was not

7 10.0 10.0 10.0 10.0

Whether NLWs are allowed 
by ROE (binary yes/no 
distinction)

13 9.2 10.0 10.0 10.0

Degree to which targeted 
populations perceive 
NLWs as equivalent to 
lethal weapons

13 9.6 5.0 5.8 4.6

Gained time 
before deciding to 
take lethal action

Time between initial use of 
NLWs and when a decision 
to authorize lethal force 
would have been required

5 10.0 9.0 10.0 10.0

Percentage of encounters 
in which lethal action was 
not taken but would have 
been if NLWs were not 
available to delay decision

5 10.0 10.0 10.0 10.0
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Table B.2—Continued

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Gained time 
before deciding  
to take lethal 
action  
(continued)

Total interaction time 
between actors for 
interactions in which NLWs 
were used compared with 
those in which they were

6 10.0 10.0 10.0 10.0

Commander’s perception 
of increased decision time 
due to NLWs (yes/no)

6 10.0 10.0 10.0 10.0

Time required to switch 
from nonlethal to lethal 
capability if EoF is 
necessary

5 10.0 10.0 10.0 10.0
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Table B.2—Continued

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Minimized 
collateral damage 
and fratricide

Percentage of tactical 
encounters in which there 
were numerous injuries 
among noncombatants

4 10.0 7.5 8.8 8.8

Percentage of tactical 
encounters in which 
NLWs were used in which 
there were any serious/
critical/(life/limb/sensory)/
non-buddy care injuries 
among noncombatants 
relative to encounters in 
which NLWs were not used

4 10.0 8.8 8.8 8.8

Percentage of tactical 
encounters in which NLWs 
were used in which there 
were fatalities among 
noncombatants relative to 
encounters in which NLWs 
were not used

4 10.0 8.8 10.0 10.0
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Table B.2—Continued

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Minimized 
collateral damage 
and fratricide 
(continued)

Average number of 
serious injuries among 
noncombatants per 
tactical encounter involving 
NLWs, relative to average 
number per tactical 
encounter not involving 
NLWs 

4 10.0 7.5 6.3 7.5

Average number 
of fatalities among 
noncombatants per 
tactical encounter involving 
NLWs, relative to average 
number per tactical 
encounter not involving 
NLWs 

4 10.0 7.5 6.3 7.5

Frequency and magnitude 
of long-term psychological 
effects of NLWs by targets

4 10.0 2.5 2.5 0.0

Number of people 
unintentionally affected by 
NLW (accuracy/precision 
of NLW) per usage

3 10.0 5.0 6.7 8.3
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Table B.2—Continued

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Minimized 
collateral . . .  
(continued)

Frequency and severity 
of long-term biological 
effects of NLWs on targets

4 10.0 2.5 2.5 0.0

Conserved and 
augmented lethal 
capabilities

Percentage of tactical 
encounters in which lethal 
capabilities were not used

5 9.0 10.0 10.0 10.0

Percentage of tactical 
encounters in which NLWs 
increased effectiveness 
of lethal weapons (e.g., 
enabled more selective 
targeting, less restrictive 
ROE)

4 10.0 8.8 10.0 10.0

Reduced risk 
of U.S., partner 
personnel 
casualties 

Percentage of tactical 
encounters with U.S. and/
or partner casualties when 
NLWs were used relative to 
those when they were not

11 10.0 10.0 10.0 10.0

Time required to switch 
from nonlethal to lethal 
capability if EoF is 
necessary

6 10.0 10.0 10.0 10.0
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Table B.2—Continued

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Reduced risk to 
U.S. systems or 
facilities

Percentage of tactical 
encounters with system 
casualties when NLWs 
were used relative to those 
when they were not

9 10.0 10.0 10.0 10.0

Time required to switch 
from nonlethal to lethal 
capability if EoF is 
necessary

4 10.0 10.0 10.0 10.0

Reduced U.S. 
tactical costs 
(broadly defined)

Cost differential between 
use of NLWs and use of 
lethal systems (per use and 
fixed costs)

7 10.0 10.0 10.0 10.0

Percentage reduction 
in capacity for lethal 
capabilities due to 
inclusion of NLWs 
in vehicles, vessels, 
backpacks, etc.

11 10.0 10.0 10.0 10.0

Logistics (storage, 
transportation, resupply, 
etc.) requirements for 
NLWs relative to lethal 
systems

13 10.0 10.0 10.0 10.0
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Table B.2—Continued

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Reduced U.S. 
tactical costs . . . 
(continued)

Spare parts and 
maintenance requirements 
(time, cost, skill) of NLWs 
relative to lethal systems

13 10.0 10.0 10.0 10.0

Reduced risk of 
exceeding ROE  
or Laws of War

Percentage of encounters 
in which personnel 
mistakenly use NLWs in 
ways that accidentally 
exceed ROE or Laws of 
War

13 10.0 5.0 5.0 5.0

Percentage of encounters 
in which personnel 
unnecessarily use NLWs in 
ways that exceed ROE or 
Laws of War

11 10.0 5.0 5.0 5.0

Percentage of encounters 
in which personnel 
intentionally use NLWs in 
ways that exceed ROE or 
Laws of War

13 10.0 5.0 5.0 5.0



H
o

w
 to

 E
ffectively A

ssess the Im
p

act o
f N

o
n

-Lethal W
eap

o
ns as IF

C
s

8
0

Table B.2—Continued

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Reduced risk of 
exceeding ROE 
or Laws of War 
(continued)

Percentage of encounters 
in which use of NLWs is 
proportionate, whereas 
lethal force would have 
led to disproportionate/
indiscriminate effects

10 10.0 5.0 5.0 5.0

Percentage of encounters 
in which NLWs enable 
compliance with ROE/
LOW, when lethal force 
would have resulted in 
exceeding/violations

10 10.0 5.0 5.0 5.0

Gathered 
intelligence 
from captured 
personnel and 
materiel 

Percentage of encounters 
in which useful intelligence 
was gathered from 
personnel captured 
through use of NLWs vs. 
the same metric for lethal 
weapons

4 10.0 10.0 6.3 6.3

Percentage of encounters 
in which useful intelligence 
was gathered from materiel 
captured through use of 
NLWs vs. the same metric 
for lethal weapons

5 10.0 10.0 10.0 10.0
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Table B.2—Continued

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Reduced 
adversary options 
and imposed 
costs

Change (absolute or 
percentage) in number of 
distinct options available 
to an adversary due to use 
of NLWs

13 10.0 5.4 10.0 10.0

Percentage of encounters 
in which number of 
adversary options is 
reduced due to use of 
NLWs

13 10.0 5.4 10.0 10.0

Percentage of encounters 
in which adversary 
experiences additional 
costs due to use of NLWs

13 10.0 5.4 10.0 10.0

Increased options 
for engaging 
targets

Change (absolute or 
percentage) in number of 
distinct options available 
due to use of NLWs

13 10.0 10.0 10.0 10.0

Percentage of encounters 
in which number of options 
is increased due to use of 
NLWs

13 10.0 10.0 10.0 10.0
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Table B.2—Continued

Element Metrics
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
Feasibility

Average 
Timeliness

Enabled 
pre-emptive 
action without 
appearing to be 
an aggressor

Percentage of encounters 
in which pre-emptive 
action was taken using 
NLWs but would not have 
been with lethal systems 
due to risk of perception 
as aggressor

5 8.0 10.0 10.0 10.0

Percentage of encounters 
in which pre-emptive 
action was not taken with 
either NLWs or lethal 
systems, because would 
have been perceived as 
aggressor with either

6 8.3 10.0 10.0 10.0

Enabled 
lower-signature 
clandestine 
operations

Signatures of NLW relative 
to alternative lethal system

0 0.0 0.0 0.0 0.0

Attributability: Probability 
of being identified as U.S. 
operation with use of NLW, 
relative to without it

0 0.0 0.0 0.0 0.0
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TABLE B.3

Outcome Metrics

Element Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
 Feasibility

Average 
Timeliness

Competed effectively 
and demonstrated 
resolve while managing 
escalation in peacetime, 
gray-zone, and hybrid 
contexts

Percentage of 
incidents using 
NLWs that resulted in 
unwanted escalation 
divided by percentage 
of incidents not using 
NLWs that resulted in 
unwanted escalation

7 10.0 10.0 10.0 9.3

Percentage of 
particular peacetime/
gray-zone/hybrid 
incidents in which 
NLWs were used

9 8.3 10.0 10.0 10.0

Percentage of 
incidents in which 
NLWs were used 
and commanders 
perceived them as 
contributing effectively

9 10.0 10.0 10.0 10.0

Degree to which 
targeted populations 
perceive NLWs as 
equivalent to lethal 
weapons

9 8.9 5.0 4.4 4.4
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Element Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
 Feasibility

Average 
Timeliness

Conducted operations in 
environments that were 
otherwise too dangerous 
due to collateral damage, 
fratricide, or escalation 
risks

Frequency of 
operations within 
a given time frame 
conducted with 
NLWs available that 
would not have been 
conducted without 
NLWs due to risks of 
collateral damage, 
fratricide, or escalation

3 10.0 10.0 10.0 10.0

Avoided alienation of 
population, host-nation 
forces, and host 
government

Host nation public 
opinion of use of 
NLWs, measured by 
polls

5 10.0 5.0 0.0 0.0

Host nation public 
opinion of U.S. force 
presence and actions, 
measured by polls

5 10.0 5.0 0.0 0.0

Frequency and scale 
of protests and riots 
against U.S. presence, 
actions

5 10.0 10.0 10.0 10.0

Table B.3—Continued
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Table B.3—Continued

Element Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
 Feasibility

Average 
Timeliness

Avoided alienation 
of population . . .  
(continued)

Frequency and scale 
of protests and riots 
related to events 
involving U.S. use of 
NLWs

5 10.0 6.0 10.0 10.0

Frequency and scale 
of protests and riots 
against U.S. use of 
NLWs

5 10.0 5.0 10.0 10.0

Degree of military 
cooperation/ 
permissiveness (high, 
medium, or low), as 
assessed by U.S. 
personnel

5 10.0 7.0 10.0 10.0

Host nation forces’ 
perception of U.S. use 
of NLWs, as assessed 
by U.S. personnel 
engaged with them

5 10.0 7.0 10.0 10.0

Host government’s 
perception of U.S. use 
of NLWs, as assessed 
by U.S. personnel 
engaged with them

5 10.0 7.0 10.0 10.0
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Table B.3—Continued

Element Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
 Feasibility

Average 
Timeliness

Avoided alienation 
of population . . .  
(continued)

Frequency of negative 
public statements by 
government figures 
about U.S. use of 
NLWs

5 10.0 8.0 10.0 10.0

Degree to which 
targeted populations 
perceive NLWs as 
equivalent to lethal 
weapons

5 10.0 5.0 0.0 0.0

Enhanced perceptions 
of U.S. forces (in the 
United States and 
internationally)

Degree to which 
international public 
opinion perceives 
NLWs as equivalent 
to lethal weapons, 
measured by polls

12 10.0 5.0 0.0 0.0

Degree to which 
U.S. public opinion 
perceives NLWs as 
equivalent to lethal 
weapons, measured 
by polls

12 10.0 5.0 0.0 0.0



M
etrics and

 E
valuatio

ns

87

Table B.3—Continued

Element Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
 Feasibility

Average 
Timeliness

Enhanced perceptions 
of U.S. forces . . .  
(continued)

International public 
opinion of U.S. use of 
NLWs, measured by 
polls

12 10.0 5.0 0.0 0.0

International public 
opinion of U.S. force 
presence and actions 
in a third country, 
measured by polls

7 10.0 5.0 0.0 0.0

Frequency and scale 
of protests and riots 
internationally against 
U.S. presence, actions 
in third country

8 10.0 10.0 10.0 10.0

U.S. public opinion 
of U.S. use of NLWs 
outside the United 
States, measured by 
polls

10 10.0 5.0 0.0 0.0

U.S. public opinion 
of U.S. military use of 
NLWs domestically or 
along U.S. borders, 
measured by polls

2 10.0 5.0 0.0 0.0
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Table B.3—Continued

Element Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
 Feasibility

Average 
Timeliness

Enhanced perceptions 
of U.S. forces . . .  
(continued)

Frequency and scale 
of protests and riots 
in the United States 
against U.S. presence, 
actions in another 
country

8 10.0 10.0 10.0 10.0

Frequency and scale 
of protests and riots 
related to events 
involving U.S. use of 
NLWs domestically or 
along U.S. borders

2 10.0 10.0 10.0 10.0

Frequency and scale of 
U.S. protests and riots 
related to NLW use 
within the U.S. or along 
the border

2 10.0 5.0 10.0 10.0

U.S. public opinion of 
U.S. force presence 
and actions in another 
country, measured by 
polls

6 10.0 5.0 0.0 0.0
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Table B.3—Continued

Element Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
 Feasibility

Average 
Timeliness

Increased partner 
cooperation

Degree of military 
cooperation/ 
permissiveness (high, 
medium, or low), as 
assessed by U.S. 
personnel

7 10.0 5.0 10.0 10.0

Number of joint 
exercises, patrols, 
or other activities 
between U.S. and 
partner nation forces

7 10.0 10.0 10.0 10.0

Reused captured 
infrastructure and 
materiel

Timeline to repair after 
NLW usage relative 
to timeline imposed if 
needed to replace or 
use alternative

0 0.0 0.0 0.0 0.0

Resource requirements 
to repair after NLW 
usage relative to 
resources required 
to replace or use 
alternative

0 0.0 0.0 0.0 0.0
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Table B.3—Continued

Element Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
 Feasibility

Average 
Timeliness

Avoided rebuilding costs Timeline to repair after 
NLW usage relative 
to timeline imposed if 
needed to replace or 
use alternative

0 0.0 0.0 0.0 0.0

Resource requirements 
to repair after NLW 
usage relative to 
resources required 
to replace or use 
alternative

0 0.0 0.0 0.0 0.0

Set standards for partner 
nations

Number of partner 
nations adopting NLWs 
and related tactics

12 10.0 5.4 5.4 5.0

Number of partner 
nations violating Laws 
of War

9 10.0 5.0 5.0 5.0

Number of partner 
nations found to 
have used NLWs 
for human-rights 
violations

8 10.0 10.0 10.0 10.0
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Table B.3—Continued

Element Metric
Number of Vignettes 
Applicable (out of 13)

Average 
Validity

Average 
Reliability

Average 
 Feasibility

Average 
Timeliness

Reduced negative effects 
on morale from collateral 
damage or substantially 
harming individuals 
without lethal intent

Percentage of 
surveyed personnel 
who feel that NLWs 
reduce collateral 
damage

6 10.0 10.0 5.0 5.0

Percentage of 
surveyed personnel 
who indicate that 
collateral damage 
contributed to negative 
morale

6 10.0 10.0 5.0 5.0

Percentage of 
surveyed personnel 
who feel that they 
used lethal force in an 
unethical way

4 10.0 10.0 5.0 5.0

Frequency of PTSD 6 0.0 0.0 0.0 0.0

Frequency of suicide 
attempts

6 0.0 5.0 0.0 0.0
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APPENDIX C

Notional Vignettes 

To develop notional vignettes for the purpose of examining potential NLW 
usage, we had to ensure that we could confidently enumerate all relevant 
types of vignettes. We turned to previous RAND research on scenario 
design, which highlighted two considerations. First, NLWs may be useful 
across the spectrum of conflict, so there is a need to distinguish between 
structural and proximate factors of conflict when designing scenarios.1 
Second, non-military factors need to be strengthened and characterized 
in greater fidelity to improve the quality of military and political strategic 
analysis.2 

Using these factors, we developed three design considerations that we 
varied to yield the relevant range of vignettes. The considerations, discussed 
in detail in this appendix, were whether

• the adversary sought to escalate the situation
• U.S. forces could feasibly withdraw
• the narrative surrounding the incident was stable.

Because these considerations are binary (e.g., a narrative is either stable 
or unstable), eight vignette combinations are possible. We built vignettes to 
include all of these combinations, using contemporary and past events as 
our guide. For example, consider the narrative with the combination of an 
escalatory adversary and U.S. forces that can withdraw and are unstable. We 
saw that incidents between U.S. and Russian ground forces in Syria fit that 

1  Heath and Lane, 2019, pp. 11–16.
2  Heath and Lane, 2019, p. 6. 



How to Effectively Assess the Impact of Non-Lethal Weapons as IFCs

94

combination, so we built a vignette around it.3 Each vignette reflects one or 
more contemporary, or recent, events, sometimes translated to another por-
tion of the globe. These vignettes are intended solely for exploratory pur-
poses; they are not meant to be predictive of future events. 

The vignettes are assumed to take place in the mid-2020s, by which time 
all of the NLWs mentioned within them have been fully developed and are 
in use by operational forces, with appropriate CONOPS and tactics. From 
a geopolitical perspective, we assume that the world has not changed sub-
stantially since 2021. For the domestic vignettes (4 and 5), we also assume 
that there are still disgruntled individuals within the United States who are 
operating as part of self-described militias opposed to the government and 
many of their fellow citizens.  

Table C.1 lists each vignette, together with its characteristics in terms 
of the adversary’s penchant for escalation, the viability of withdrawal, and 
whether the narrative is stable.

In the remainder of this appendix, we provide a narrative describ-
ing each vignette, in the order listed in Table C.1. We begin with a general 
description of the vignette, followed by a characterization of both U.S. goals 
and those of the other party. We then present the potential results with-
out NLWs, followed by an explanation of which NLWs could be used in the 
vignette and how they could be used. 

Vignette 1: JSTARS Intercepted by PLANAF 
Fighters 

General Description
The U.S. Army and Japanese Ground Self-Defense Force are conducting a 
Dynamic Force Employment exercise, in which they deliberately aim to be 
operationally unpredictable, on the Japanese island of Yonaguni in the East 
China Sea, supported by the U.S. Air Force and Japanese Air Self-Defense 
Force (see Figure C.1). 

3  Schmitt, 2020.
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TABLE C.1

Vignette Summary

Vignette Domain Services GCC
Escalatory 
Adversary

Withdrawal 
Possible

Stable
Narrative

1 JSTARS intercepted by 
PLANAF fighters

Air USAF INDOPACOM X X X

2 Motorized confrontation with 
Russian forces in Syria

Ground Army CENTCOM X X

3 Boats approach a destroyer in 
the Strait of Gibraltar

Maritime USN EUCOM X X

4 Ground threat around 
domestic HA/DR sites

Ground Army, USMC, 
National Guard

NORTHCOM X X

5 Maritime threat around 
domestic HA/DR sites

Maritime USN, USCG NORTHCOM X X

6 Securing embassy in Bahrain Ground USMC CENTCOM X

7 Demonstrators in Palau Ground USAF INDOPACOM X

8 Lasing in Palau Ground USAF INDOPACOM X

9 Maritime standoff in the South 
China Sea

Maritime USN, USCG INDOPACOM X X

10 Maritime standoff in the Arctic Maritime USCG EUCOM X X
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Table C.1—Continued

Vignette Domain Services GCC
Escalatory 
Adversary

Withdrawal 
Possible

Stable
Narrative

11 Blockade enforcement near 
Venezuela

Maritime USN SOUTHCOM X X

12 SOF hostage rescue in 
Somalia

Ground SOF AFRICOM X

13 EAB defense against UAVs in 
the Philippines

Multi USMC INDOPACOM

NOTES: A cell with an X means the vignette has that feature; an empty cell means the vignette does not have that feature.

AFRICOM = U.S. Africa Command; EUCOM = U.S. European Command; INDOPACOM = U.S. Indo-Pacific Command; NORTHCOM = U.S. Northern Command; 
SOUTHCOM = U.S. Southern Command; USAF = U.S. Air Force; USCG = U.S. Coast Guard; USMC = U.S. Marine Corps; USN = U.S. Navy.
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Due to a logistical delay, only one aircraft has arrived so far: a JSTARS 
aircraft, which conducts ground surveillance, battle management, com-
mand, and control. It is supporting the exercise north of Yonaguni when 
two PLANAF J-9II interceptor fighters begin to approach it. They make a 
series of close passes, while calling the JSTARS aircraft on standard radio 

FIGURE C.1
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channels, telling the pilot to get out of the area before they have to take 
drastic measures. They periodically turn fire-control radars on and off, and 
sometimes take turns operating just above the JSTARS, trying to force it to 
descend to avoid a collision.  

Desired Goals
U.S. Goals
The United States wants to avoid a collision but also avoid having its aircraft 
pushed out of the area by the PLANAF aircraft. 

PLANAF Aircraft Goals
The two PLANAF aircraft are trying to drive the U.S. aircraft out of the 
area, or perhaps to force it to land and remain on the ground. 

Potential Results without NLWs
Repeated passes by the PLANAF aircraft could result in an accidental colli-
sion, which happened in April 2001 when a PLANAF aircraft collided with 
a U.S. Navy plane near Hainan Island, China. Alternatively, if the JSTARS 
backs away, that would be a demonstration of Chinese power even well 
offshore. 

NLW Usage
The JSTARS pilot could use the LROI, a laser dazzler, to intermittently 
inflict glare to convey to the PLANAF pilots that they should back off. The 
pilot would want to be judicious about using it for fear that creating glare for 
too long could cause an accidental collision or crash. 

Vignette 2: Motorized Confrontation with Russian 
Forces in Syria 

General Description
U.S. and Russian forces are operating in northeast Syria in support of sev-
eral armed factions vying for control. Russian forces do not view U.S. forces 
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as enemy combatants, but territory controlled by each side’s factions are 
commingled, U.S. and Russian convoys and patrols are operating close to 
each other, and tensions are rising. 

Deconfliction is increasingly difficult as Russian patrols and convoys 
request permission to cross U.S.-controlled territory with greater frequency. 
Russian patrols have stopped waiting for permission to be given and are 
crossing U.S.-controlled territory, which has forced U.S. combat patrols to 
intercept Russian forces. During these encounters, Russian and U.S. forces 
(often motorized patrols) drive aggressively at each other, attempting to run 
vehicles off the road. On occasion, vehicles have collided, but no lethal weap-
ons have been used. These incidents have occurred in areas where there are 
few civilians or other vehicles.

Russian patrols often consist of a mix of armored personnel carriers 
(APCs) (e.g., BTR-80s and Kamaz Typhoons), mine-resistant ambush pro-
tected (MRAPs), and occasionally rotary-wing assets (e.g., Mi-8 Hinds) 
that perform show-of-force passes at U.S. vehicles. U.S. patrols consist of 
MRAPs and MRAP all-terrain vehicles. All vehicles are armored and, with 
the exception of the APCs, are top-heavy and have relatively poor handling 
characteristics. All vehicles are armed with crew-served weapons (e.g., 
medium and heavy machine guns, automatic grenade launchers).

Desired Goals

U.S. Goals
The United States is attempting to conduct its operations in support of local 
forces without suffering casualties, provoking Russian forces, or forcing an 
escalatory dynamic that would require the United States to either commit 
more deeply to the Syrian conflict or withdraw. 

Russian Goals
Russia believes itself to be ascendant in Syria and is looking to press the 
United States to cede territory or influence by continually testing, probing, 
and provoking U.S. responses to see what it can get away with. U.S. injuries, 
fatalities, or prominent withdrawals where U.S. forces lose face or credibility 
would be an ideal way to provoke a U.S. strategic response. 
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Potential Results Without NLWs
These road rage incidents are likely to continue, because Russian forces are 
keen on provoking a U.S. response. Most of the time, U.S. forces respond 
in measured ways, seeking to avoid collisions or temporarily withdrawing. 
However, these situations are fast-moving and unstable enough that injuries 
or fatalities might result from collisions, rollovers, or lethal fires. 

NLW Usage
Acoustic hailers, including the AHD, could be used to warn Russian forces 
to back away and to avoid aggressive, reckless behaviors. Laser dazzlers, spe-
cifically an OI or an LROI, could be used to create an intense glare that would 
help further discourage aggressive behavior and would make it harder for 
drivers to approach at high speeds, or at all. Alternatively, the EoF CROWS 
system, which includes both hailing and dazzling capabilities, could be a 
substitute for the other systems. Finally, if Russian vehicles continued to try 
to approach, the PEVS or the RFVS could shut down their engines.  

Vignette 3: Boats Approach a U.S. Destroyer in the 
Strait of Gibraltar

General Description
A U.S. destroyer is just west of the Strait of Gibraltar, headed for the Medi-
terranean. Three smaller vessels are nearby and appear to be on paths that 
converge with it, though this may just be indicative of the fact that they all 
are about to enter a narrow waterway. Two of them are speedboats, while 
one is larger, with an enclosed pilot house. People on these vessels appear to 
be shouting, shaking their fists, and making rude gestures at the destroyer. 
The destroyer continues in its path, then initiates use of an acoustic hailer 
to warn the vessels to back off, though they appear to be staying at roughly 
the same distance from the destroyer. Use of the LROI to dazzle the pilots 
seems to be making the vessels weave a bit more, but they persist in remain-
ing relatively close. After a few moments, one of the speedboats appears to 
be gradually veering closer to the destroyer’s path, but not quite making a 
beeline for it. The destroyer prepares to graduate to the use of force, perhaps 
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by using warning munitions or the VIPER system to disable engines, before 
using lethal weapons.  

Desired Goals
U.S. Goals
The United States wants to ensure that the boats do not threaten the 
destroyer (e.g., by colliding with it and detonating).

Smaller-Vessel Goals
The operators of the smaller vessels are trying to antagonize the destroyer, 
given their anti-American sentiments, but (unbeknownst to the destroyer) 
they are not trying to launch an actual attack. The destroyer also does not 
know that these are Moroccan nationals. 

Potential Results Without NLWs
In the absence of NLWs, the destroyer will probably use lethal force. Killing 
unarmed Moroccans just outside Moroccan waters could lead to tensions 
with Morocco, as the shooting of an unarmed Egyptian by U.S. forces in the 
Suez Canal did in 2008. 

NLW Usage
The destroyer’s crew could initially use an acoustic hailer (e.g., AHD), LROI, 
or EoF CROWS to warn the boats away with a combination of hailing and 
dazzling. This could be followed by the VIPER system to disrupt their elec-
tronics or the MVSOT to stop their propellers, disabling them. Warning 
munitions might also be used. If these options failed to have the desired 
effect, the destroyer’s crew would likely use lethal force. 
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Vignettes 4 and 5: Ground and Maritime Threats to 
Domestic HA/DR Efforts (Two Vignettes)

General Description
The most damaging hurricane in U.S. history has struck Louisiana and 
Mississippi, resulting in massive flooding, numerous people being trapped, 
shortages of supplies, and other calamities.  DoD forces have been deployed 
to respond, alongside the Coast Guard, Federal Emergency Management 
Agency, and many other agencies. The Coast Guard and Navy are delivering 
supplies and helping with rescue along the Mississippi and in flooded areas. 
The Air Force is flying in supplies while also conducting medical evacua-
tion for those who need it; both the Air Force and the U.S. Space Force are 
contributing to situational awareness. The Army, National Guard, Marine 
Corps, and reservists from multiple services are helping people who need 
shelter, food, and support, as are medics from all of the services. 

However, members of a previously unknown, self-described militia—
calling themselves True Patriots—are harassing relief efforts. They oppose 
all forms of federal authority, embrace an anarchistic ideology, and loathe 
minorities of various types. Although some True Patriots appear to be 
locally based, others have come from various states to engage in counter-
government and counter–aid recipient activities. Some conspicuously 
armed members lurk around the periphery of temporary shelter and distri-
bution facilities (both on foot and in vehicles), shouting their hatred of the 
government and their anger at people who would take help from it, threat-
ening and intimidating aid recipients. Militia members are particularly 
focusing on aid facilities near where large populations of minorities live, 
and sometimes shout ethnic slurs and threats to “kill all of those people.” 
Sometimes they “drill” right outside these facilities by having several indi-
viduals demonstratively load their weapons at once. Most of these activities 
are taking place just beyond the cordoned boundaries that are being secured 
by military personnel. 

The True Patriots are also driving small open-top boats up to Navy and 
Coast Guard ships in the Mississippi and just offshore. At times, the per-
sonnel aboard these vessels have been not only shouting taunts and making 
rude gestures but also menacingly brandishing rifles and shotguns. Some 
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have even fired into the air. There are no other vessels getting close to the 
Navy and Coast Guard ships. 

Desired Goals
U.S. Government Goals
U.S. military personnel and civilian agencies aim to provide aid and miti-
gate the damage without disruption or intimidation of civilians, but also to 
avoid killing people unnecessarily. 

Militia Goals
Members of the militia seem to be primarily interested in intimidating civil-
ian populations, taunting military personnel, and potentially provoking 
violence, rather than using lethal force themselves. However, it is possible 
that members of this loosely organized group may actually use their weap-
ons to try to kill civilians or military personnel. 

Potential Results Without NLWs
In the absence of NLWs, there are three key risks. The first is that continued 
militia efforts could increasingly impede the ability of people who need aid 
to receive it and hinder overall response to the situation. The second is that 
militia members might actually shoot either civilians or military personnel, 
perhaps with minimal warning. The third is that military personnel from 
DoD services or the Coast Guard could use lethal force against militia mem-
bers, which could lead to a series of violent attacks by the militia, the militia 
garnering traction due to its “martyrs,” and the risk of collateral damage in 
areas where non–militia members are present. 

NLW Usage
Both on land and along the rivers, a combination of acoustic hailers and 
laser dazzlers, perhaps using the integrated EoF CROWS or the separate 
AHD and LROI, could be used to discourage the militia members from 
approaching. An ADS could also be used selectively to deter militia mem-
bers and get everyone to back off. 
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Navy and Coast Guard vessels dealing with the maritime threat could 
employ all of the above but would also have additional options: pepper balls 
and beanbag rounds or rubber bullets could also be used. (On land, these 
systems would not likely be chosen, because they could also affect popu-
lations seeking relief.) The VIPER could be used to electronically disable 
the boats, or the MVSOT could mechanically impede their ability to move. 
Although the Coast Guard routinely stops smuggling vessels by shooting 
out their engines, using VIPER or MVSOT would reduce the risk of escalat-
ing these incidents, because militia members might shoot back if fired upon 
(particularly if they did not realize that the engines were the target).   

Vignette 6: Securing the Embassy in Bahrain 

General Description
As the United States appears to be on the verge of war with Iran, the U.S. 
Embassy in Bahrain has been surrounded by huge crowds of people of all 
ages, demanding that the United States pull out of the Middle East. Children 
and old people are conspicuously present, and most of the crowd is peaceful. 
However, some men in their late teens and early 20s are throwing Molo-
tov cocktails, and others are attempting to scale the embassy walls. (Aside: 
There was a real-world mob surrounding the embassy in 2002; a Bahraini 
died of injuries from a rubber bullet fired by the Bahraini security forces, 
contributing to widespread unrest and anti-Americanism in Bahrain there-
after.) The Bahraini security forces are trying to secure the embassy perim-
eter, disperse the crowd, and prevent entry into the building. However, they 
are being overwhelmed. The U.S. Marine Corps is primarily operating 
within the embassy but might need to help contribute to perimeter defense. 

Desired Goals
U.S. Goals
The U.S. goal is to prevent entry into the embassy and harm to personnel 
or the building, and secondarily to disperse the crowd, but without causing 
death or permanent injury.  
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Adversary Goals
Most of the crowd wants to demonstrate peacefully, and perhaps to impede 
access to/from the building. Some members of the crowd, however, are 
trying to inflict harm against personnel or the building itself. 

Potential Results Without NLWs
If the only option available is lethal force, the United States may either kill 
or permanently injure individuals, and/or receive damage due to Molotov 
cocktails or angry rioters entering the building. 

NLW Usage
Acoustic hailers could help turn away the bulk of the crowd, and, if neces-
sary, an ADS and pepper balls could also be used to disperse the crowd. If 
this did not suffice to dissuade the more-aggressive individuals throwing 
Molotov cocktails, then the use of beanbags, rubber bullets, and other NLW 
blunt impact munitions could help suppress the agitators and contribute to 
others backing away. 

Vignette 7 and 8: Demonstrators and Lasing in 
Palau (Two Vignettes)

General Description
The United States is fighting a major war in Asia. The U.S. Air Force is 
employing a temporary base on the island of Babeldaob, the largest island 
in Palau (see Figure C.2), as part of an overall effort to disperse its basing 
throughout the region (making it less vulnerable to concentrated missile 
barrages against a handful of major bases). 

The U.S. adversary in this fight is not only targeting the base in Babeld-
aob with missiles but also seeking to harass the base by subverting the local 
population and launching attacks from populated areas. This takes two dif-
ferent forms:
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FIGURE C.2
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• Agents are paying families in the community to demonstrate in front 
of the base gates to block movements through them. Families provid-
ing pictures of their children participating in these demonstrations get 
extra money.

• The agents are also handing out high-powered laser pointers to local 
adolescents. Whenever they aim the pointers at the cockpits of air-
craft that are landing or taking off (and prove it by having their friends 
take videos with their phones), they get money. This vignette is loosely 
based on reports of the use of high-powered laser pointers to target the 
cockpits of U.S. aircraft that are taking off or landing in Djibouti. 

The base commander is struggling with how to deal with these threats. 
The crowds refuse to clear the base entrances, despite repeated imploring 
by heavily armed military police, and the local police force does not want to 
arrest families. The adolescents have been observed from the base’s aircraft-
control tower and by the UAVs the base uses for domain awareness, but 
they tend to scurry away before they can be apprehended, and lethal force is 
not authorized. Killing locals could lead to an anti-American backlash and 
cause the United States to lose access to the base. 

Desired Goals
U.S. Goals
The United States is attempting to continue to operate aircraft, without 
meaningful disruption, from its base in Babeldaob. The demonstrations and 
laser attacks impede its ability to do so. 

Adversary Goals
The adversary wants to disrupt air operations from the base, or halt them 
altogether, using several complementary approaches. Obstructing the base 
entrance prevents movement of personnel, equipment, and supplies; tar-
geting pilots with laser pointers can damage their eyesight or compel the 
United States to limit (or even halt) operations. Moreover, if the United 
States can be provoked or tricked into harming local people, the adversary 
hopes that the Palau government will prevent it from continuing to operate 
from the base. 
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Potential Results Without NLWs
The use of lethal weapons against unarmed, peaceful families who are dem-
onstrating, or against seemingly unarmed adolescents, would likely result 
in the United States losing access to the base. On the other hand, continu-
ing impedance of access to the base would further disrupt operations, while 
damaging pilots’ vision would impose both human and operational costs. 

NLW Usage
Acoustic hailers could be used to encourage the demonstrators to disperse. 
Specific individuals in the crowd, especially those who appeared most 
aggressive, could be briefly targeted with an ADS to dampen their ardor 
and encourage them to leave. Finally, launching pepper balls would cause 
irritating sensations that would disperse the demonstrators.

Against the adolescents using powerful laser pointers, once their approx-
imate location had been identified, roving patrols could use acoustic hailers 
or laser dazzlers (AHD, LROI, and/or EoF CROWS) to get them to cease 
their activity. The adolescents might try to aim their own, non-eye-safe 
laser pointers at the patrollers, so they should be wearing protective goggles, 
though it would be hard for the youth to accurately target the patrollers 
when they themselves were struggling to see. Beyond this, pepper balls or 
a vehicle-mounted ADS could be used (if the adolescents were particularly 
recalcitrant) to get them to cease their activities, make them easier to arrest, 
or perhaps simply to disperse them and deter further activity. 

Vignette 9: Maritime Standoff in the South China 
Sea 

General Description
A U.S. Navy destroyer is conducting freedom of navigation operations 
(FONOPs) near the Spratly Islands in the South China Sea; these islands, 
rocks, and reefs lie west of the Philippines and just north of the Malaysian 
portion of the island of Borneo (see Figure C.3). China Coast Guard (CCG) 
vessels approach, repeatedly swerving close to the destroyer and getting in 
its way, while contacting its bridge over the radio and telling the destroyer to 
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leave Chinese waters. (China claims full sovereignty over nearly the whole of 
the South China Sea, including the Spratly Islands; however, other nations 
dispute sovereignty over the islands, and under the United Nations Conven-
tion on the Law of the Sea, sailing close to the islands is permitted, regard-
less of which state has sovereignty over them.) The destroyer sends up a UAV 
to monitor the situation, though it does not closely approach the CCG ships. 
A People’s Liberation Army Navy (PLAN) vessel approaches the group, at 
which point the CCG vessels become even more aggressive. The PLAN ves-
sel’s personnel ostentatiously begin to handle their machine guns and anti-

FIGURE C.3
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aircraft guns and are periodically turning on the fire-control radar. They 
are aiming several handheld lasers at the destroyer’s bridge and begin to 
take intermittent shots at the UAV.  

Desired Goals

U.S. Goals
The destroyer does not want to be forced to leave the waterspace or to back 
down; it is also concerned about seeming to be insulted with impunity (e.g., 
by having its UAV shot down). At the same time, it does not want to escalate 
the situation, and it is also concerned about possible collisions or casualties.  

Chinese Goals
China wants to push the U.S. Navy out of these waters and has a willingness 
to escalate if it thinks this is needed. 

Potential Results Without NLWs
In the absence of NLWs, the United States could lose face if the destroyer 
is forced to leave the area, or if it absorbs insults without responding. The 
destroyer could also suffer equipment or even personnel casualties if it is 
unable to use any type of force. Alternatively, this situation could lead to 
dangerous escalation with China. 

NLW Usage
LROI targeting the bridge could help warn CCG and PLAN ships to back 
off and could be followed up with an ADS to briefly target personnel on the 
deck to further underscore the message.   

Vignette 10: Maritime Standoff in the Arctic 

General Description
Russia has just announced that it has sovereign authority over most of the 
Arctic Ocean, expanding its previous claims. Previously, it had claimed 
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total control of the Northern Sea Route between its Arctic islands and the 
mainland (contrary to the United Nations Convention on the Law of the 
Sea) plus extended continental shelf claims over the central Arctic Ocean 
(see Figure C.4). Now, it claims that nearly the entire Arctic Ocean consti-
tutes its sovereign territory, drawing a “thirteen-dash line” over which it has 
the right to control all shipping and exclusive resource extraction rights, on 
the basis of historical Russian involvement in the region, without any basis 
in international law. 

The United States, Canada, Denmark, and Norway want to counter Rus-
sia’s claims through FONOPs. During the summer, they are demonstra-

FIGURE C.4
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tively sending icebreakers through the central Arctic Ocean, where they 
will linger at the North Pole. The U.S. force consists of Coast Guard polar 
icebreakers because the U.S. Navy does not have those types of vessels. 
(Because this occurs in the mid-2020s, we assume that the U.S. Coast Guard 
has acquired some of the additional polar icebreakers that it currently plans 
to acquire; we also assume that they remain necessary, even in summer, 
because climate change has not yet eliminated year-round ice cover in the 
central Arctic Ocean.) Russia’s nuclear-powered icebreakers are also con-
fronting the NATO icebreakers near the North Pole, threatening to crash 
into them if they do not leave. The dynamics of the standoff at the North 
Pole are relatively slow, with icebreakers lumbering around as they crack 
through the frozen surface, and none of the icebreakers is heavily armed. 

Desired Goals
U.S. and NATO Goals
The U.S. and NATO allies aim to prevent Russia from establishing, through 
precedent, that it has sovereignty over the Arctic Ocean. At the same time, 
they wish to avoid collisions or major escalation. 

Russian Goals
Russia aims to drive NATO ships out of these waters without actual colli-
sions or escalation. However, Russia is less risk-averse than NATO and may 
be willing to accept escalation if it happens. 

Potential Results Without NLWs
In the absence of NLWs, a collision is a reasonable possibility. This could 
contribute to injuries, deaths, and escalation.  

NLW Usage
The LROI could be used to dazzle the bridges of the Russian icebreakers, 
warning them to back off. In addition, brief engagements of an ADS could 
target personnel on the Russian icebreakers’ decks to further underscore 
allied resolve and discourage the icebreaker from approaching more closely. 
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Vignette 11: Blockade Enforcement near Venezuela 

General Description
The United States (including both Navy and Coast Guard vessels) and Brazil 
are leading a pan-American coalition blockading Venezuela until its mili-
tary forces stop massacring civilians and take direction from the newly rec-
ognized government instead of the old regime. U.S. Navy, U.S. Coast Guard, 
Brazilian Navy, and other coalition forces are operating solely within inter-
national waters. However, Russian- and Chinese-flagged merchant ships, 
escorted by warships, are approaching Venezuela to flout the blockade, 
daring the United States and other nations to stop them. (This has similari-
ties to the situation during the Cuban Missile Crisis, when the United States 
was trying to counter movements of Soviet vessels to Cuba.) The primary 
intent is to demonstrate that this is a so-called paper blockade, not a real 
one. The United States is seeking to counter these maritime flows without 
causing either civilian casualties (which could derail the coalition) or esca-
lation with rival powers. 

Desired Goals
U.S. Goals
The United States aims to prevent the Russian and Chinese merchant ships, 
including the warships escorting them, from going into or out of Venezuela 
but without causing major great-power escalation. It also aims to prevent 
smaller civilian vessels from smuggling goods but without causing perma-
nent injuries or fatalities. 

Adversary Goals
Russia and China want to show that the blockade is ineffective, and that the 
United States lacks resolve; they also want to help the government of Ven-
ezuela survive.  

Potential Results Without NLWs
Using lethal weapons against Russian or Chinese ships could lead to danger-
ous escalation, while not acting could embolden those nations and reduce 
confidence in the coalition. 
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NLW Usage
LROIs could be used to dazzle the bridges of Russian and Chinese vessels, 
reminding them that the United States and other members of the coalition 
are monitoring their movements, adding resolve to the tone of direct bridge-
to-bridge communications.  

Vignette 12: SOF Hostage Rescue in Somalia 

General Description
A group of 12 merchant sailors from a U.S.-flagged vessel have been kid-
napped by Somali pirates for ransom in the Gulf of Aden. The pirates, 
knowing that the United States and other nations have successfully rescued 
kidnapped sailors being held in coastal areas, have moved the sailors to 
Haradhere, approximately 20 miles inland from the coastal town of Faax. 

Surveillance indicates that sailors are being held in a compound; pattern 
of life observations suggest that 20 to 30 people are often in the building at a 
time; some are pirates, and others are regional tribal members with unclear 
affiliations who may be noncombatants. 

The United States has received reports that several of the hostages are in 
declining health. Negotiators are working with the pirates’ tribes to end the 
situation peacefully, but little progress is being made. The Somali govern-
ment is receptive to a raid to rescue the hostages, but inadvertent deaths of 
the hostages or tribal members will adversely affect future hostage negotia-
tions with pirates who continue to operate in the region. Joint Special Oper-
ations Command planners believe that a heliborne SOF raid conducted with 
intermediate force options can succeed while addressing Somali govern-
ment concerns. 

Desired Goals
U.S. Goals
The main U.S. goal is to rescue the merchant sailors. Additional consider-
ations include minimizing collateral damage, avoiding civilian casualties, 
and reducing any negative effects of a violent, high-profile raid on the legiti-
macy of the Somali government and U.S. reputation. 
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Pirate Goals
The pirates are unlikely to want to kill the merchant sailors. Their goal is to 
receive a ransom payment. 

Potential Results Without NLWs
Without NLWs, the Somali government may balk at the prospect of allow-
ing U.S. troops to conduct operations in Mogadishu. Even if the government 
does allow it, the reputational risks and the potential for civilian casualties 
and collateral damage are considerable. 

NLW Usage
The SOF could use a combination of NLWs to temporarily incapacitate 
the pirates while reducing the risks to the hostages, to themselves, and to 
noncombatants in the environment. Flash-bang grenades would gener-
ate intense light and sound to distract and briefly incapacitate individu-
als. Launching beanbag rounds, rubber bullets, and grenades that disperse 
rubber pellets could temporarily incapacitate individuals while minimizing 
the risk of civilian casualties and limiting collateral damage compared with 
the use of standard ammunition. 

Vignette 13: EAB Defense Against UAVs in the 
Philippines 

General Description
Tensions have increased between the Philippines and China over repeated 
clashes between Philippine merchant vessels and Chinese Coast Guard and 
naval militia vessels over disputed territories. The United States is sup-
porting the Philippines by increasing is operational tempo in the region to 
signal to the Chinese that their actions against a U.S. treaty ally will not go 
unchallenged. 

A Marine Littoral Regiment (MLR) operating in the area has been tasked 
with preventing the PLAN from further escalating the situation. To accom-
plish this, the MLR has very publicly deployed several EABs to battle posi-
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tions at key choke points, including one equipped with naval strike missiles 
(NSMs). This EAB consists of two joint light tactical vehicles armed with 
NSMs, associated fire control elements, and a reinforced infantry platoon 
for security. 

The PLAN is not willing to be targeted by this EAB but is not willing 
to destroy the EAB with military assets. Therefore, naval militia vessels 
have started to approach the EAB’s location, knowing that the United States 
would not be willing to escalate by firing on an ostensibly civilian vessel. 
The naval militia vessels are launching small UAVs, some of which have 
electronic warfare capabilities that could neutralize the NSM fire control 
systems at close range. 

Desired Goals
U.S. Goal
Continue to prevent the PLAN from entering the disputed area and esca-
lating the situation by holding those ships under threat by NSMs launched 
from the EAB.

Adversary Goal
Neutralize the EAB to allow the PLAN to interject itself into the disputed 
area.

Potential Results Without NLWs
Without NLWs that can neutralize the naval militia ships and their small 
UAV, the EAB is vulnerable to being neutralized. Although ROEs allow it, 
the United States is not willing to cede the information battle to the Chinese 
by employing high-profile, lethal weapons against civilian merchant vessels. 

NLW Usage
In this situation, targeting the UAVs with bursts of microwave energy—such 
as a version of the VIPER or a modified version of the RFVS that could be 
aimed at UAVs—would disable their electronics and cause them to crash 
into the sea. 
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APPENDIX D

Interview Protocols

We used three semistructured interview protocols: one for program offi-
cials, another for technologists, and one for end users; all are listed below.

Program Protocol

Background Information

1. What is your current rank, component, billet and military opera-
tional specialty, or (if civilian/contractor) job code? 

2. What organization do you belong to? 

Requirements

3. What experience have you had with NLWs? 
4. Looking back, have there been situations where you wish you had 

NLWs? 
5. How has DoD determined its needs for NLWs? 
6. What metrics has DoD used to determine its need for NLWs? 
7. What attributes make NLWs attractive or less attractive to you? 
8. What challenges have you had with NLWs? 
9. What organizational impediments have you had with NLWs? 
10. What policy or doctrinal issues have you had with NLWs? 
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Future Use
11. Looking ahead, in what missions and operating environments do 

you expect NLWs to be used in the future? 
12. What characteristics would make NLWs a suitable tool in these situ-

ations? 
13. What implications do future operating concepts have on the demand 

for and utility of NLWs? 
14. Future operating concepts include Multi-Domain Operations 

(MDO), Expeditionary Advanced Base Operations (EABO), agile 
combat employment (ACE), Distributed Mission Operations 
(DMO), etc. 

15. What changes need to be made to enable NLWs’ roles in future oper-
ating concepts? 

16. What technical or tactical changes? 
17. What organizational impediments must be overcome? 
18. What policy or doctrinal issues must be addressed? 
19. What are the most promising emerging NLW technologies? 
20. Why? 

Conclusion
21. Do you have anything to add that we did not cover in today’s inter-

view? 
22. Do you have any recommendation of people we should speak with? 

Technologist Protocol

Background Information

1. What is your current  rank, component, billet and military opera-
tional specialty, or (if civilian/contractor) job code? 

2. What organization do you belong to? 
3. Requirements
4. What experience have you had with NLWs? 
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5. Looking back, have there been situations where you wish you had 
NLWs? 

6. How has DoD determined its needs for NLWs? 
7. What metrics has DoD used to determine its need for NLWs? 
8. What attributes make NLWs attractive or less attractive to you? 
9. What challenges have you had with NLWs? 
10. What organizational impediments have you had with NLWs? 
11. What policy or doctrinal issues have you had with NLWs? 

Future Use
12. Looking ahead, in what missions and operating environments do 

you expect NLWs to be used in the future? 
13. What characteristics would make NLWs a suitable tool in these situ-

ations? 
14. What implications do future operating concepts have on the demand 

for and utility of NLWs? 
15. Future operating concepts include MDO, EABO, ACE, DMO, etc. 
16. What changes need to be made to enable NLWs’ roles in future oper-

ating concepts? 
17. What technical or tactical changes? 
18. What organizational impediments must be overcome? 
19. What policy or doctrinal issues must be addressed? 
20. What are the most promising emerging NLW technologies? 
21. Why? 

Conclusion
22. Do you have anything to add that we did not cover in today’s inter-

view? 
23. Do you have any recommendation of people we should speak with? 
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End User Protocol

Background Information
1. What is your current  rank, component, billet and military opera-

tional specialty, or (if civilian/contractor) job code? 
2. What organization do you belong to? 

Past Use
3. What experience have you had with NLWs? 
4. Looking back, have there been situations where you wish you had 

NLWs? 
5. What attributes make NLWs attractive or less attractive to you? 
6. Looking back, have there been situations where NLWs failed to ful-

fill their potential? 
7. What challenges have you had with NLWs? 
8. What technical or tactical challenges have you had with NLWs? 
9. What organizational impediments have you had with NLWs? 
10. What policy or doctrinal issues have you had with NLWs? 

Future Use
11. Looking ahead, in what missions and operating environments do 

you expect NLWs to be used in the future? 
12. What characteristics would make NLWs a suitable tool in these situ-

ations? 
13. What implications do future operating concepts have on the demand 

for and utility of NLWs? 
14. Future operating concepts include MDO, EABO, ACE, DMO, etc. 
15. What changes need to be made to enable NLWs’ roles in future oper-

ating concepts? 
16. What technical or tactical changes? 
17. What organizational impediments must be overcome? 
18. What policy or doctrinal issues must be addressed? 
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Conclusion
19. Do you have anything to add that we did not cover in today’s inter-

view? 
20. Do you have any recommendation of people we should speak with? 
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Abbreviations

ACE agile combat employment

ADS Active Denial System

AHD acoustic hailing device

APC armored personnel carrier

CCG China Coast Guard

CONOPS concept of operations

CROWS Common Remotely Operated Weapons Station

C-UAV counter-unmanned aerial vehicle

DMO Distributed Mission Operations

DoD U.S. Department of Defense

EAB Expeditionary Advanced Base

EABO Expeditionary Advanced Base Operations

EoF Escalation of Force

FONOP freedom of navigation operation

HA/DR Humanitarian Assistance and Disaster Response

IFC Intermediate Force Capability

JIFCO Joint Intermediate Force Capabilities Office

JLTV Joint Light Tactical Vehicle

JSTARS Joint Surveillance and Target Attack Radar 
System

LROI Long-Range Ocular Interrupter

MDO Multi-Domain Operations

MLR Marine Littoral Regiment

MRAP mine-resistant ambush protected

MVSOT Maritime Vessel Stopping Occlusion 
Technologies
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N/A not applicable

NATO North Atlantic Treaty Organization

NLW non-lethal weapon

NSM Naval Strike Missile

OI Ocular Interrupter

OSD Office of the Secretary of Defense

PEVS Pre-Emplaced Electric Vehicle Stopper

PLAN People’s Liberation Army Navy

PLANAF People’s Liberation Army Navy and Air Force

RFVS Radio Frequency Vehicle Stopper

ROE rules of engagement

SNS-RDD Single Net Solution-Remote Deployment Device

SOF special operations forces

TTPs tactics, techniques, and procedures

UAS unmanned aircraft system

UAV unmanned aerial vehicle

VIPER Vessel Incapacitating Power Effect Radiation
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T
he U.S Department of Defense (DoD) needs to be able to assess 

the tactical, operational, and strategic impact of non-lethal weapons 

(NLWs) to inform development of these systems, how and when they 

should be used, and their integration into overall DoD capabilities. 

Examples of NLWs include acoustic hailers, laser dazzlers, flash-

bang grenades, blunt-impact munitions (e.g., rubber bullets), tasers, pepper 

balls, the Active Denial System (ADS) that emits millimeter-wave energy to cause 

a temporary heating sensation, microwave-emitting technologies that disable 

vehicles and vessels, and vessel-stopping technologies that entangle or foul 

propellers. NLWs are a subset of Intermediate Force Capabilities (IFCs). IFC is a 

non-doctrinal term that encompasses NLWs and a variety of technologies that 

cause less-than-lethal effects. By constraining other parties’ courses of action 

without inflicting lethal force, NLWs can help to achieve military ends while 

avoiding collateral damage. This report describes how the tactical, operational, 

and strategic impact of NLWs can be characterized by linking the activities 

they perform with direct outputs, higher-level outcomes, and departmentwide 

strategic goals. It also provides sets of metrics that can be used to evaluate those 

activities, outputs, and outcomes. The identification and characterization of the 

metrics also lay the groundwork for data collection that can be used to further 

evaluate the impact of NLWs at multiple levels, which, in turn, can shape their 

usage in ways that enhance their contributions to DoD effectiveness. Interview-

based insights regarding NLWs can also shape how this information is used to 

influence future development and usage of these systems.  
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